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On 5/17/2021 the third week of the competition of the United Nation Office of Drugs and
Cybercrime (UNODC) CTF had begun. The third week’s challenge was based on network
analysis. This was a very interesting challenge to me due to the way the questions were set.
Some questions were very trick but doable and some were very complicated which required
you to think outside the box. In this week we were faced with 13 questions which were

supposed to be answered based on the network dump which was provided.

Week 83 - Network Analysis

Starting off with the first question which was called DNS we were supposed to find the IPv6

of the provided IP as shown below

3

what is the IPv6 address of the DNS

server used by 192.168.1.267
(FHEHE - D 3HHEE - HEHE - BHEHE © 3HEHEE)

- Submit
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Since the question involved DNS, first of all I had to filter the packets to show only DNS traffic.
After analysing the filter result, I had seen the IPv6 of the IP. We would actually see that
192.168.1.26 was making a DNS request to the 192.168.1.10, meaning that we were supposed
to get the IPv6 of the 192.168.1.10 IP which shown below.

[M]dns

MNo. Time Source [
474 25.432264559 fedf::bb11:ed39:8665:3bBa i

-330610869

11845 75.353487745 TeBO::c8@b:adff:feaa:1db7
11859 79.870010218 TeBO::bbl11:ed39:8665:3bBa
118660 80.217965943 TeBO::c8@b:adff:feaa:1db7
11887 80.895056573 TeBO::bbl11:ed39:8665:3bBa
11896 81.043986258 TeBO::c8@b:adff:feaa:1db7
11917 81.824597779 TeBO::bbl11:ed39:8665:3bBa
11918 81.904875594 TeBO::c8@b:adff:feaa:1db7
11938 82.305968583 TeBO::bbl11:ed39:8665:3bBa
11539 82.306871145 TeBO::bbl11:ed39:8665:3bBa
11941 82.466055669 TeBO::c8@b:adff:feaa:1db7
11942 82.466185219 feBO::c8@b:adff:feaa:1db7
11984 82.935775836 TeBO::bbll:ed39:8665:3bBa
11987 82.999142107 TfeBO::c8@b:adff:feaa:1db7

Moving to the next challenge, this one was called Mac address where in this task were asked to

check the MAC address of the system being monitored.

MAC Address
3

what is the MAC address of the system
being monitored?

Submit

Here we need to find the IP address that appears the most is most likely the one doing the

monitoring in the network which in our case it’s the 192.168.1.26 ip.

[ |ip.src_host == 192.168.1.26

No. Time Source Destination
2409 18.372074500 192.168.1.26 13.107.21.200
411 18.377701189 192.168.1.26 13.107.21.200
A13 18 _3ZR?PAGRTRA 192 _16R.1. 7R 13167 .21 206

» Frame 407: 2802 bytes on wire (22416 bits), 2802 bytes captured (22416 bits) on interface wlol, id @
Ethernet II, Src: IntelCor_57:47:93 (cB:09:a8:57:47:93), Dst: ca:@b:ad:ad:20:ba (ca:Bb:ad:ad:28:ba)

p Destination: ca:@b:ad:ad:20:ba (ca:@b:ad:ad:20:ba)
¢ Source: IntelCor_57:47:93 (c8:09:a8:57:47:93)
Type: IPv4 (Gx0800)
» Internet Protocol Version 4, Src: 192.168.1.26, Dst: 13.187.21.200
» Transmission Control Protocol, Src Port: 33050, Dst Port: 443, Seq: 124000, Ack: 1140811, Len: 2736
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The next question was called packets where we were given a packet number to look for the

domain that the user was looking up for.

Packets

3

what domain is the user looking up 1in
packet 151747

= Submit

Going to the exact packet under the domain name system section we could find the domain

that the user was querying on that frame as show below.

| |frame.time_relative == 126.315295572

MNo. Time Source Destination
- 15174 126.315295572 fedd::boll:ed39:8665:3b0a fedd::c80b:adff: fea..

» Frame 15174: 104 bytes on wire (832 bits), 104 bytes captured (832 bits) on interface wlol
~ Ethernet II, Src: IntelCor_57:47:93 (c8:09:a8:57:47:93), Dst: ca:0b:ad:ad:20:ba (ca:@b:ad
b Destination: ca:@b:ad:ad:20:ba (ca:@b:ad:ad:28:ba)
Source: IntelCor_57:47:93 (cB:99:a8:57:47:93)
Type: IPvE (Ox86dd)
» Internet Protocol Version 6, Src: feB@::b@l1i:ed39:8665:3b0a, Dst: feBO::cBOb:adff:feaa:ld:
b User Datagram Protocol, Src Port: 44447, Dst Port: 53
~ Domain Mame System (query)
Transaction ID: @xladh
b Flags: 0x@100 Standard query
Questions: 1
Answer RRs: @
Authority RRs: @
Additional RRs: 1
~ Queries
~ WwWW.7-zip.org: type A, class IN
Name: wwwW.7-Zip.org
[Wame Cengen: I3]
[Label Count: 3]
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The next question was named passwords where we asked to look for the password of the FTP

which was used to login in.

Passwords!

3

what is the FTP password?

FTP are considered to be insecure source of protocol because it usually sends traffic in plain
text, having that in mind I had filtered all the network protocols to display only ftp traffics and

as shown below I had found the password the user had entered.

(A [fip
No. Tin Source Destination Protoc Len Info
486 .. 192.168.1.20 192.168.1. FTP 1.. Response: 220 Welcome to Hacker FTP service.
488 .. 192.168.1.26 192.168.1. FTP 76 Request: AUTH TLS
49@ .. 192.168.1.20 192.168.1. FTP 1.. Response: 538 Please login with USER and PASS.
492 .. 192.168.1.26 192.168.1. FTP 76 Request: AUTH SSL
494 .. 192.168.1.20 192.168.1. FTP 1.. Response: 538 Please login with USER and PASS.
496 .. 192.168.1.26 192.168.1. FTP 77 Request: USER kali
498 .. 192.168.1.20 192.168.1. FTP 1.. Response: 331 Please specify the password.
500 .. 192.168.1.26 192.168.1. FTP 86 Request: PASS AfricaCTF2821
502 .. 192.168.1.28 192.168.1. FTP 89 Response: 730 LogIn sUCCesstul.
504 .. 192.168.1.26 192.168.1. FTP 72 Request: SYST
506 .. 192.168.1.28 192.168.1. FTP 85 Response: 215 UNIX Type: L8
508 .. 192.168.1.26 192.168.1. FTP 72 Request: FEAT
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The next challenge was to identify how many packets of UDP were sent from the host
192.168.1.26 to the destination 24.39.217.246.

UDP Data
3

How many UDP packets were sent from
192.168.1.26 to 24.39.217.2467

Submit

This was accomplished by using a filter where [ specified the specific source and destination on

the filter bar which brought me all packets associated with the parameter specified in the filter.

[Wip.src_host == 192.168.1.26 && ip.dst_host ==24.39.217.246]

No. Time Source Destination Protocol

[~ 15806 128281136434 10218126 2430017246 P

1 158608 128.283606894 192.168.1.26 24.,39.217.246 upp
15825 130.239691258 192.168.1.26 24.39.217.246 upp
15851 132.241685345 192.168.1.26 24,39.217.246 upp
15865 135.324998370 192.168.1.26 24,39.217.246 upp
15942 137.223543061 192.168.1.26 24.39.217.246 upp
16895 139.223629695 192.168.1.26 24,39.217.246 upp
16695 143.331929739 192.168.1.26 . 246 upp
16810 145.217958711 192.168.1.26 .246 upp
16955 147.222253195 192.168.1.26 . 246 upp

17086 149.343511386 192.168.1.26 246 TCP
17 TCP
TCP
TCP
TCP

TCP
TCP
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Going further to the next question it was called domains where we were supposed to find the

first TLS 1.3 client random that was used to establish a connection to the proton mail.

Domains

6

what is the first TLS 1.3 client random
that was used to establish a connection
with protonmail.com?

= Submit

client random is whenever a TLS connection is being setup the client sends in a random session
information and the server starts the encryption process and sends some information back and

then they negotiate and then make a secure connection.

I filtered the packets to display all TLS packets on the network and went to the specific version

I wanted which was version 1.3.

When you scroll down to TLS number 17992 and look at the Transport layer security section

you will find the random number of protonmail.com as shown below.

[W]as
No. Time Source Destination Protocal Length Info
17992 218.650666933 192.168.1.26 185.76.41.35 583 Client Hello
17997 218 AAA7IAR2AT 192 1AR 1 26 1RA 7R 41 3R TISwt 2 ARA Clienf Helln
1

+ Frame 17992: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface wlol, id O
» Ethernet II, Src: IntelCor_57:47:93 (cB:89:a8:57:47:93), Dst: ca:@b:ad:ad:20:ba (ca:Bb:ad:ad:28:ba)
+ Internet Protocol Version 4, Src: 192.168.1.26, Dst: 185.70.41.35
+ Transmission Control Protocol, Src Port: 40280, Dst Port: 443, Seq: 1, Ack: 1, Len: 517
~ Transport Layer Security
- TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Wersion: TLS 1.8 (0x0301)
Length: 512
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x8303)
Random: 24e92513b87aB3487733d16996929a79be21bBb1406cd7e?2
ES5100 engen:
Session ID: bBB37ec9687876Bedd37f1lcdfcacs772e043804005ded3c
Cipher Suites Length: 32
Cipher Suites (16 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 483
~ Extension: Reserved (GREASE) (len=8)
Type: Reserved (GREASE) (47882)
Length: @
Data: <MISSING>
~ Extension: server_name (len=19)
Type: server_name (@)
Length: 19
~ Server Name Indication extension
Server Name list length: 17
Server Name Type: host_name (@)
Server Name length: 14

Server Name: protanmail.com
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The next challenge was a very straight forward challenge which required a little bit of thinking.

This challenge requested for the date and time of the picture 20210429_152157 jpg was taken.

Image data

6

what was the date an time that the
picture 20210429_152157.jpg was taken?
(YYYY-MM-DD HH:MM:SS)

= Submit

I would say this was a tricky question because the answer to this question was right in front of

my eyes, the image name was actually the answer to this question.

what was the date an time that the
picture 20210429_152157.jpg was taken?

(YYYY-MM-DD HH:MM:SS)
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Going to the next question which was finding the server certificate public key that was used

on the TLS session specified in the image below

Public keys

6

what is the server certificate public
key that was used in TLS session:
da4a0000342e4b73459d7360b4bea971cc303acl
8d29b99067e46dl6ccO7T4TT?

= Submit

First of all you had to filter the traffic to display on TLS packets, then press control + F to find
then change to strings and then search for Server Hello, certificate, certificate status, server key
exchange, server hello done once done scroll down and check on the transport layer security

(TLS) section and check for the session ID if it matches the one provided in the question.

(LI
Packet list > Narrow & Wide ¥ Case sensitive String ~ | |Server Hello, certificate, certificate status, server key exchange, server hello done 3
No. Time Source Destination Protocol Length Info
26804 377.172674967 204.79.197.200 192.168.1.26 TLSv1.2 219 Application Data
| 26901 391.237983054 192.168.1.26 52.162.219.173 TLSv1.2 262 Client Hello
26902 391.237942482 192.168.1.26 52.162.219.173 TLSv1.2 262 Client Hello
26913 391.350042483 52.162.219.173 192.168.1.26 17087 Server
26917 391.359700873 192.168.1.26 52.162.219.173 TLSv1.2 224 Client Key Exchang
28012 201 ARRE22108 R2 182 210 172 102 1R2 1 7R Tiewt 2 1707 Sarvar Helln  Cari

Frame 26913: 1707 bytes on wire (13656 bits), 1707 bytes captured (13656 bits) on interface wlol, id @
Ethernet II, Src: ca:@b:ad:ad:28:ba (ca:@b:ad:ad:28:ba), Dst: IntelCor_57:47:93 (cB:09:a8:57:47:93)
Internet Protocol Version 4, Src: 52.162.219.173, Dst: 192.168.1.26
Transmission Control Protocol, Src Port: 443, Dst Port: 33346, Seq: 5473, Ack: 197, Len: 1641
[4 Reassembled TCP Segments (7113 bytes): #26906(1368), #26988(2736), #26911(1368), #26913(1641)]
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (Gx0303)
Length: 7108
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 85
Version: TLS 1.2 (0x0303)
+ Random: 608b584aaal3@7e3a2a67T87575700574c67ala8lc41b0073..
Session ID Length: 32

Session ID: dadalBee342e4b7345907360b4heal71cc303aclBd290990...

Cipher Suite: TLS ECDHE RSA WITH AES 256 GCM SHA384 (0xc03@)

{vwwww

When you find the packet under TLS scroll down till you find a section that says handshake

protocol: Server key Exchange when you expand it you will find the public key

~ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 361
» EC Diffie-Hellman Server Params

Curve Type: named_curve {@x083)
Named Curve: secp384rl (9x0018)
Pubkey Length: 97
Pubkey: 84edccl23af7bl3effcel@laldic2f996T471a7caf48albal..
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This was an interesting question which I must say I really enjoyed doing, the question was

what country the MAC address of the FTP server registered in. is

Registered country

6

what country is the MAC address of the
FTP server registed 1in?

First of all, | began by filtering the traffic to display only FTP traffic, then we had to identify which of
the IPv4 was the ftp and in our case the client was 192.168.1.29 and our FTP server was 192.168.1.20.

looking at its information on the ethernet section we could see that the mac address of the FTP server

is as shown below.

(N ]ftp

No. Time Source Destination Protoc Length
597 60.079034193 192.168.1.20 192.168.1.26 FTP
599 60.085270799 192.168.1.26 192.168.1.20

601 60.085618939 192.168.1.20 192.168.1.26 ETP

1

p Frame 599: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface wlol, id @
-~ Ethernet II, Src: IntelCor_57:47:93 (c8:09:a8:57:47:93), Dst: PcsCompu_a6:1f:86 (08:00:27:a6:17:86)
~ Destination: PcsCompu_a6:1f:86 (@002 abrIT:EE)
Address: PcsCompu_a6:1f:86 (88:00:27:a6:17:86)
P - . = LG bit: Globally unique address (factory default)
....... @ .... .... .... .... = IG6G bit: Individual address (unicast)
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Next was to go in cool and search for a website which can identify where the mac address
came from, I got information about the company address and after checking the address on

google map.

‘ ¢8:09:a8:57:47:93

Enter any MAC Address or QU to check its vendor or enter a vendor name to check its MAC Address ranges and detaifs.

Result for: €8:09:A8:57:47:93

Address Prefix C8:09:A8
Vendor / Company Intel Corporate
Start Address CG809A8000000
End Address CB809ABFFFFFF

Company Address Lot 8, Jalan Hi-Tech 2/3 Kulim Kedah 09000 M

Google map identified that the company was located in Malaysia as shown in the below image

(
i)
f

aman Negara.

3

J
'{d(ay@ﬁa %

AH2
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The next challenge was named suspicious folder where we were supposed to find the non-
standard folder which was created in the ftp and look for its date and time the folder was

created

Suspicious folders

6

what date and time was a non-standard
folder created on the FTP server? (MM-DD
HH : MM)

The first thing I had to filter the data for ftp-data, since all the traftic of which contained ftp-
data was filtered in then I followed the tcp stream and saw the non-standard folder which was

called ftp.

[ [tcp.stream eq 11

No. Time Source Destination Protocol
525 35.894690311 192.168.1.26 192.168.1.208 TCP
526 35.894794073 192.168.1.20 192.168.1.26 TCP
527 35.B94812757 192.168.1.26 192.168.1.20 TCP
(| 530 35895100063 102168126 10).16s.1.26 _ FIP-DATA
531 35 R g ol c g = ™ W
532 3 Wireshark - Follew TCP Stream (tcp.stream eq 11) - UNODC-GPC-001-003-JohnDoe-Ney
533
534 3§
drwxr-xr-x 2 1068 1000 4896 Feb 23 86:37 Desktop
drwxr-xr-x 2 1006 1000 4896 Apr 29 16:42 Documents
drwxr-xr-x 2 1006 1000 4096 Feb 23 06:37 Downloads
drwxr-xr-x 2 10e8 loee 4096 Feb 23 86:37 Music
drwxr-xr-x 2 1008 1000 4096 Feb 23 06:37 Pictures
drwxr-xr-x 2 10688 1688 4896 Feb 23 086:37 Public
drwxr-xr-x 2 1000 1000 4096 Feb 23 86:37 Templates
drwxr-xr-x 2 1068 1eee 4896 Feb 23 B86:37 Videos
dr-xr-x--- 4 55534 65534 4896 Apr 20 17:53 fip
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The next challenge was named hidden files which required you to find out what file on packet

number 25639 was being downloaded.

Hidden files
9

what file is 1ikely being downloaded 1in
packet 256397

Unlock Hint for 5 points

Going to the image file and going to download we could see that the file that was being

downloaded was almanac-start-a-garden

+ INDocuments (6)
—- |1} Downloads (258)

------ B | almanac-start-a-garden.pdf (21)

- TEE DeTtercap_winaows_amaod_vZ 31.0.zip (2)

i EB SDelete.zip (4)

+- | Favorites (5)

| L) Links (5)

| 1) Local Settings (2)

| Ly Music (3)

| L) My Documents (2)
l) NetHood (2)

| L) OneDrive (3)

+ | L1 Pictures (8)

1\ PrintHood (2)
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The next question was named TLS Domain, where we were required to find out what the

user in was connected to in packet 27300

TLS Domain
0

what domain was the user connected to in
packet 273007

= Submit

I filtered the traftic to DNS and after examining the traftic I realized that the user was

connected to the domain dfir.science as shown below

| icmp or dns

No. Tin Source Destination Protoc Lengtt Info

26149 .. fed0::c86@b:adff:feaa:1db7 fe80::b011:ed39:8665:3bBa DNS 388 Standard query response @xcbc9 A encrypted-tbn@.gstatic.com
26243 .. Ted0::b011:ed39:8665:3b0a Te80::c80b:adff:Teaa:1db7  DNS 103 Standard query ©xecf8 A dfir.science OPT

.. 1ep0::cHob:adif:Teaa:10b/ TeB0::bB11:ed30:8665:300a DNS 54 Standard guery response Oxecis A diir.science A 104.21.89.1
26418 .. fe8@::b011:ed39:8665:3bBa fe8::c88b:adff:feaa:1db7 DNS 122 Standard query @xeec3 A content-autofill.googleapis.com OPT
26420 .. Te88::c88b:adff:feaa:1db7 feB8::bB11:ed39:8665:3bBa DNS 393 Standard query response 8xeec3 A content-autofill.googleapi:
26494 .. fe8@::b011:ed39:8665:3bBa fe8O::c88b:adff:feaa:1db7 DNS 114 Standard query @x48ab A e10378.g.akamaiedge.net OPT
26495 .. fe8@::c86b:adff:feaa:1db7 fe80::b011:ed39:8665:3bBa DNS 430 Standard query response @x48ab A el0378.g.akamaiedge.net A !
26578 .. fed8::b011:ed39:8665:3b8a feBO::c88b:adff:feaa:1db7 DNS 118 Standard query @xalc8 A fp-as-nocache.azureedge.net OPT
26579 .. Ted8::b011:ed39:8665:3b0a Te8O::c88b:adff:feaa:1db7 DNS 103 Standard query @x7352 A www.bing.com OPT
26580 .. fe80::c80b:adff:feaa:ldb7 feBO::b@11:ed39:8665:3bBa DNS 596 Standard query response 8xalc8 A fp-as-nocache.azureedge.ne
26583 .. fe8@::c86b:adff:feaa:1db7 fe8::bB11:ed39:8665:3bBa DNS 319 Standard query response 8x7352 A www.bing.com CNAME a-00@1.:
26638 .. feB8@::b011:ed39:8665:3bBa feB::c88b:adff:feaa:1db7 DNS 104 Standard query @xc356 A fp.msedge.net OPT
26650 .. fe8@::c8@b:adff:feaa:1db7 fe88::bB11:ed39:8665:3bBa DNS 309 Standard query response 8xc356 A fp.msedge.net CNAME 1.perf
26745 .. fe8@::b011:ed39:8665:3bRa fe8::c88b:adff:feaa:1db7 DNS 108 Standard query @x1516 A t-ring.msedge.net OPT
26746 .. fed@::c80b:adff:feaa:1db7 feB0::b011:ed39:8665:3bBa DNS 243 Standard query response 8x1516 A t-ring.msedge.net CNAME t-/
26758 .. fTed8::b011:ed39:8665:3b0a Te8O::.c88b:adff:feaa:1db7 DNS 120 Standard query @x6lca A connectivity-check.ubuntu.com OPT
26759 .. Ted@::c8@b:adff:Teaa:1db7 Te80::be11:ed39:8665:3bBa DNS 280 Standard query response @x6lca A connectivity-check.ubuntu.:

26808 .. 192.168.1.26 172.67.162.206 ICMP 74 Echo (ping) request 1id=@x0081, seq=1/256, ttl=127 (no resp
26831 .. 192.168.1.26 172.67.162.206 ICMP 74 Echo (ping) request id=8x@081, seq=2/512, ttl=127 (reply 1
26832 . 172.67.162.206 192.168.1.26 ICMP 74 Echo (ping) reply  id=8x@001, seq=2/512, tt1=52 (request :
26834 .. 192.168.1.26 172.67.162.206 ICcMp 74 Echo (ping) request id=@x0001, seq=3/768, ttl=127 (no resp
26864 .. 192.168.1.26 172.67.162.206 IcMP 74 Echo (ping) request 1d=8x@001, seq=4/1024, ttl=127 (reply :
26865 .. 172.67.162.206 192.168.1.26 ICMP 74 Echo (ping) repl id=8x8001, seq=4/1824, ttl=52 (request

ply
26893 .. Te80::b011:ed39:8665:3b0a TeBE::c80b:adff:Teaa:1db7 DNS 120 Standard query ©xa9b@ A nav.smartscreen.microsoTt.com OPT
26894 .. fe8O::c80b:adff:feaa:1db7 fe8O::bB11:ed39:8665:3bBa DNS 487 Standard query response @xa9b@ A nav.smartscreen.microsoft.:
26973 .. 192.168.1.26 172.67.162.206 ICMP 42 Echo (ping) request id=@xa3@b, seq=0/8, ttl=58 (no responsi
- 26975 .. fe8@::b011:ed39:8665:3b0a fed0::c80b:adff:feaa:1db7 DNS 118 Standard query Bxﬁaf4 PTR 206. 162 ﬁ? 172. 1n addr arpa 0PT
20979 .. Tegu. coub adrT 1ead: 10D/ Te80; (DU1l.ed3Y.0bbo ;. apga DN % 3 T
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This was the final question which was the most complicated of them all which also in the process
I managed to learn more about hashcat. The question required us to look for the BTC account
number, initially I did not know what BTC was but google it up I realized it meant bitcoin

account.

BTC Account
12

what is the BTC account number?

- Submit

The answer lies in the FTP packets. Going through the FTP traftic you will realize that a file
named AccountNum.zip was downloaded from the server, but after investigating I found out

the file was permanently deleted from the system.

CWD Documents
25@ Directory successfully changed.

PWD

257 "/home/kali/Documents" is the current directory
PASY

227 Entering Passive Mode (192,168,1,20,130,4).
LIST

150 Here comes the directory listing.
226 Directory send OK.

MDTM accountMum.zip

213 20210429164247

The remaining way to get the file was to extract it from wireshark.
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In the FTP you need to right click on one packet then follow TCP stream, going through the
streams it was stream 20 which had the zipped file where we extracted it and saved it with a

.ZIp extension

[W]tcp.stream eq 20

No. Time Source Destination Protocal Length Info
192.168.1.26 192.168.1.20
1

PK..3...Cc.[.Reuo?uiey.ns
...accountNum......AE..........C.X..C..... .. W.HAW.
io..B..F..i..,.V..?;".7. W<, .. YQ.PK..2.3...c.. | .R...20 0, s
i accountNum

- oo ol S-o0c00US00 s000 Soooos soolkBe ocliuiscoo ooz cooilocoloszoo

0 client pkts, 1 server pkt. 0 tums.

Entire conversation (239 bytes) = Show and save data as | ASCII = ‘ Stream | 20 s

Find: Find Next

Filter Out This Stream Print Save as... Back A Close 3 Help

After successfully you needed to extract the hash of the zipped file using zip2john. zip2john

AccountNum.zip > AccountNum.hashes

Once the hash has been extracted it was time to crack the hash of the zip file and get the

password.

We had to create a custom rule file which was run side by side with rockyou in order to get the
answer. What I did was to take the 3 previous passwords which was AfricaCTF2021, AFR1CA!
and ctf2021 as the main words for the rule set. Then I had broken them further down for

example AfricaCTF2021 I would break it down to Africa, ctf and 2021 etc.

In order to run the rule list with rockyou I had to append the list. Before getting into it we need

to understand how custom rules are created in hashcat.

Let take for example the word cat, you can manually create random combinations which can
be possible passwords example c(@t or c4t etc, now instead of doing that manually you can use
hashcat to create that for you using rules example if you want to capitalize the first letter you

would use the rule $c to capitalize all you will use the command $u etc.

Hashcat has the ability to append and prepend characters. Append means that all character would
be sent to the right and to achieve that you would put $X where X is a character you want to
append and if you want to prepend it means that all the characters would be sent to the left but

there is a catch with appending where the user must be very careful.
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Example assuming your password is kitcat but on your wordlists there is only cat, normally you
would add the word kit before cat but with hashcat you can prepend the process by doing this

in every character "k"i"t.

Now here is the logic if you want to have the word kitcat and your wordlist has cat only and
you want to add kit in your wordlist before cat you cant prepend the word “k”™1"t cause if you
do it hashcat would insert the word kit into cat as tikcat which is not the password we want but
if you want it to be kitcat you must reverse the character you want to append which in our
example it would be *t"1k instead of "k”1"'t and with this hashcat will inset it as kit before cat.
So basically, what hashcat does in prepending it takes the first letter on the right and inserts it as

the first letter in your wordlist.

As you can see on our custom dictionary rule set for the first word, we reversed the word
Africactf2021 to M/A2MN0MAMMACANM M MMA so that when this rule is run in a wordlist for

example dead then it would read as Africactf2021dead during computation.

13600 @ AccountNum.hashes /fusr/share/wordlists/rock LIx custom-dic
hashcat (v6.1.1) starting...

OpenCL API (OpenCL 1.2 pocl 1.5, NonetAsserts, LLVM 9.0.1, RELOC, SLEEF, DISTRO, POCL_DEBU(Q

* Device #1: pthread-Intel(R) Core(TM) i7-7500U CPU @ 2.70GHz, 1429/1493 MB (512 MB allocat

Minimum password length supported by kernel: @
Maximum password length supported by kernel: 256

Skipping invalid or unsupported rule in file custom-dic on line 4: “A"C"1"R"F"A"
Hash 1 digests; 1 unique digests, 1 unique salts

Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotates
Rules: 1@
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One hour later the password was extracted as shown below

africafelton -> africapetey

b119a *b778%2b*1cc963b2a5bee8ff04df77f9234157dfdb0f790a696fe

Running the password into the zipped file and I got the bitcoin account

AccountNum.zip
Archive Edit View Help
[ +] 1 Open B Extract [ +] [+

BTC 8329481910949090328438280129034905480231
[ ] Location: [

. accountNum & 44 bytes unknown




