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I recently came across a CTF competition that gave me a different perspective on autopsy as a 

forensics tool and this CTF taught me different things which initially did not know were possible 

with Autopsy example extracting the location a picture where it was taken, extracting passwords 

of a computer and many other important information. 

On 5/3/2021 United Nation Office of Drugs and Cybercrime (UNODC) hosted a 1-month 

CTF Competition which aimed to bring all cybersecurity professions both men and women all 

over Africa to participate in the competition and show case their skills and talents in the Digital 

Forensics field. 

The competition  was unique on its own because the challenges were posted on a weekly basis 

and after a week is complete another challenge was being introduced. Each week on Wednesday 

hints were being hosted so as to help participants proceed further in solving the challenges. 

There were also extra point challenges which aided candidates to earn themselves extra point 

for the challenge. 
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WEEK 1 – DISK ANALYSIS 

The challenge of week one was based on disk (image) analysis where we had to download a 15 

GB image from the data section.  

 

Downloading the challenge gave room for the participants to answer the questions that were 

setup based on the data set of week one. There was a total of 11 questions that were put up for 

us to find answers to and 2 extra questions for us to earn extra points. When a participant 

manages to answer all the questions then they will earn themselves a total of 75 points just for 

the first week challenge.   
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Beginning with the first question which was called Deleted the question was to find when a 

password list was deleted. This challenge has 3 points to it, and this is how I solved it but it 

doesn’t mean it was the only way. 

 

In autopsy there is a tab called deleted which was the first place I had to go and search for the 

answer. Since it was a password list my natural instinct told me to search for the term password 

under the tab the deleted files which when I did there was no such file. 

 

 

Having not finding an answer using the first methodology I had to change tactics in order to 

get the answer of what I was looking for. 
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Experts usually say that in order to catch a criminal you need to think like one, so I had to think 

like the user, we already have the initial information which was a password list was deleted but 

the password file was not called passwords or password list it had a different name and the only 

way a person would obtain passwords would obviously be from the internet. Up to this point I 

have already narrowed down my searching area.  

 

I went to the web history and searched for the term password and got a good amount of hit 

from the term. Looking at the files there were two password list that the user searched for from 

GitHub 10-million-password-list-top-100.txt and a wordlist from weakpass.com.  
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So having known what the user had searched for narrowed down further my search, so I next 

went to the download section to know what password list did the suspect download. Searching 

on the download section and found the password list download was 10-million-password-list-

top-100.txt. 

 

Once having known what the password list file was name, I was able to go back to the deleted 

file tab and then search for 10-million-password-list-top-100 and got the deleted password list. 
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Question two was called server connection which also had a total of 3 points. The question for 

this challenge was what is the IPv4 address of the FTP server the suspect connected to? 

 

Just like the first question I had to think like the suspect again in order to get the answer to this 

question. FTP stands for File Transfer Protocol meaning that the suspect was connecting to the 

server and the only way he could do that is through the following two methods. 

1. The suspect could possibly be a tech savvy and use the command prompt to connect to 

the server.  

2. The suspect could have used an application which would have facilitated his needs.  

From the two options the most likely one would be option two which is the suspect using an 

application to connect to the server, based on those assumptions our goal here is to look for 

indicators that an FTP application was installed in the computer.  

Having that in mind autopsy has a tab called installed programs and that is where I began my 

analysis. After going through the installed programs, I had realized that the suspect had download 

FileZilla on to the computer. 
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Since we now know that there is an application called FileZilla which was used to access the 

server. FileZilla like any other application will have configuration files associated with it, now 

the next step was to look for these configuration files. 

I went to 001Win.10.E01 image, expanded it and expanded further volume 3, then went to 

users and the John Doe. Configuration files would be usually stored in the AppData or 

Application Data folder in a windows machine. For this we would be interested in AppData 

cause it has the most hits, expanding it we see that it has 3 sub folders Local, Local low and 

Roaming folders. In the local files we see FileZilla, but it only has png files which we are not 

interested in, in local low the folder does not have anything interesting and going to Roaming 

we see a FileZilla file opening it up we see xml files and database files etc. going through the 

file we do so the answer of this  challenge.   
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Question three was called suspect disk hash which also had a total of 3 points. The question for 

this challenge was what is the MD5 hash value of the suspect disk? 

 

This was one of the simplest challenge of them all. This challenge required you to have FTK 

imager which was going to help you get the answer for this question. 

 

Opening up the initial downloaded data we can see that since the image file was huge it was 

broken down into chunks of 1 GB disk size. Because of this it was a challenge to get the hash 

of a single file image while the file has been separated into 15 parts. 
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Initially I had run in to a rabbit hole thinking the file called hash.hd would contain the hash of 

the original image but to my surprise it had the hash of all the 15 separated images.  

 

This is where FTK Imager comes into play. FTK Imager has the ability to image a hard drive 

for analysis and verify an image file. 

 

Launching FTK Imager we go and select the file tab then click on add evidence item here you 

have to select the evidence source and is where we will select image file cause we already have 

an image file. 
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After clicking next  another window will appear  

 

Where you choose the source of the image file, click on browse to choose your file. 

 

In your evidence file you will have to click on the first image file which was the E01 file, once 

selected click save which intern the file will be loaded into FTK imager.  Once that is done go 

to file then click on verify Drive/Image once clicked upon FTK will examine all the files and 

produce a hash for the whole disk image 
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Question four was called web search which also had a total of 3 points. The question for this 

challenge was What phrase did the suspect search for on 2021-04-29 18:17:38 UTC? (three 

words) 

 

This challenge was one among the easiest challenge out of them all, all you had to do was to 

copy the time stamp provided go to Autopsy and under web search just search the time stamp 

and you will get your answer.  

 

I would say this was easy points for a person to collect. 

 



Africa Digital Forensics CTF | Kharim Mchatta 

Question five was called possible location which had a total of 6 points. The question for this 

challenge was what country was picture "20210429_152043.jpg" allegedly taken in? 

 

The first thing to do in this challenge was to find the image itself first, then start the examination 

process to look for the possible location where the image was taken. Going to autopsy I went 

to views then file type and expanded it, expanded by extension, and selected images. On the 

right-hand side, I searched the name of the image and selected it and we could see that it was 

an image of the road. This road could mean that the picture would have been taken anywhere 

in the world. 
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In search of the location of the image we should have in mind that we are supposed to look for 

coordinates. My initial thought process was to go and check the file meta data perhaps I might 

find coordinates which intern will have me to google the coordinates and get an answer to the 

question but as a result this thought process got me into another rabbit hole. Checking the file 

meta data or the results was a waste of time. 

 

After hours of running into rabbit holes I noticed that there was a tab for geolocation as shown 

in the image below in autopsy, when I clicked on it, autopsy examined the image and popped 

up a map of Africa pointing to two locations one was Nigeria and the other was Zambia trying 

out the countries one of them was the correct answer. 
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Question Six was called Tor Browser which also had a total of 6 points. The question for this 

challenge was how many times was Tor Browser ran on the suspect computer? (number only) 

 

This was one of the most interesting challenge of them all which really got me frustrated at some 

point. This whole challenge felt like it was more of doing research on google rather than going 

to look for counts in Autopsy. My initial thought was this was going to be a walk in the park 

but to my surprise it was not. Based on the question we were supposed to find out how many 

times an application was run. 

As usual I went to autopsy and selected the tab of run program which displayed a list of all 

programs that had ever run in the suspect device. I searched for tor and it brought up the tor 

browser pf file which means prefetch. 
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Selecting it under result I could see count set as 1 which in my head was the number of time 

the browser was run. Going to submit the answer to my shock I get back an incorrect answer 

feedback. 

 

At this moment I was really surprised how that was a wrong answer. So, I had to go back to 

autopsy and do some more digging. I decided to select the tor pf file and then right clicked on 

it then clicked on view in timeline. Once timeline was opened, I selected on counts and a chat 

appeared at this point at the back of my mind I thought I was heading in the right direction but 

actually I was getting further into a rabbit hole. 
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Checking at the left-hand side I had seen a small filter option which explained the color coding 

on the graph. 

 

So, after seeing that the yellow involved web activity I went to the graph and clicked on the 

yellow part of the graph and in turn checking out the bottom left of my screen there was this 

table. 

 

After seeing the digit at the back of my mind this had to be it, so I took the digits went back to 

submit the answer and I was hit again with the incorrect answer message again. 
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At this point I gave up, I had only one last option left under my sleeves and that was to google 

search for an answer. My first search string was “how to determine how many times an 

application has been run in autopsy” yes, I know it is not the efficient way to google search but 

well it got me results anyway. 

Reading the first result from google I found something interesting, the article said that the 

prefetch files were the ones which were responsible to keep count of how many times an 

application was run and remember this was the first thing I did initially which had got me into 

a rabbit hole, so I hit a dead end. 

 

Link to the article: https://www.andreafortuna.org/2018/05/23/forensic-artifacts-evidences-

of-program-execution-on-windows-systems/ 

The second time I change my search string to “does windows 10 keep count of how many 

times you run an application” and came cross the reddit post which was the third in google 

search result which stated that windows does not keep count of how many times an application 

was launched.  

 

Link to the article: 

https://www.reddit.com/r/windows/comments/3p0327/how_to_determine_how_many_tim

es_an_exe_has_ran/ 

https://www.andreafortuna.org/2018/05/23/forensic-artifacts-evidences-of-program-execution-on-windows-systems/
https://www.andreafortuna.org/2018/05/23/forensic-artifacts-evidences-of-program-execution-on-windows-systems/
https://www.reddit.com/r/windows/comments/3p0327/how_to_determine_how_many_times_an_exe_has_ran/
https://www.reddit.com/r/windows/comments/3p0327/how_to_determine_how_many_times_an_exe_has_ran/
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at this point I was totally confused, am having one article that says you can get how many times 

an application was run through the prefetch data but at the same time am having another article 

that says windows does not keep track of how many times an application is run. 

 

This got me thinking if the second article stated that windows does not keep track of how many 

times an application was run does not that mean it means the answer is null? Well went to 

submit once again my final answer which was 0 and to my shock indeed it was the correct 

answer. 

 

At this point at the back of my mind I said this  deserves a celebration  
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Question Seven was called user email which also had a total of 6 points. The question for this 

challenge was what is the suspect's email address? 

 

This challenge required you to use a little bit of thinking, but it was a straightforward simple 

question. There are several ways which we could use to obtain an email address, the first one is 

in autopsy there is a tab called email address and the other option is we could assume that the 

user made use of the web-based email hence to look in the web history tab. For this will we go 

and search first the web browser history and if there is nothing interesting there, we will 

continue searching for other areas.  

I went to web history and search for mail and once I scrolled down and had seen that the user 

had access proton mail, checking the sequence of the history the user logged in the  
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Examining what the user did on the web browser history we had seen that the suspect had 

logged in proton mail and after checking out the result I had seen the email of the user. 
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Question Eight was called user email which also had a total of 6 points. The question for this 

challenge was what website did the suspect port scan? 

 

Thinking like the suspect we now that in order to scan a website you will need to have a 

scanning tool and there are a variety of scanning tools out there including nmap, Zenmap and 

many other more. We went to Autopsy and started examining the programs that were installed 

scrolling down we find Angry IP scrolling down further we find nmap hence this must be the 

tool that the suspect used to scan the website. 
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Next, we had to look for any indication that something was run by nmap. This could be 

achieved by using the keyword search and a list of nmap hits came and after running through 

the files I cam across consolehost_history file which contained nmap commands which were 

being executed, scrolling down the content of this file I found the website name which was 

scanned. 
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Question nine was called copy location which also had a total of 9 points. The question for 

this challenge was what folder was picture "20210429_151535.jpg" in on the original device 

that created it? 

 

This one was a very trick question to tackle; the first bit of this question was having to know 

what the original device was then you go further and check the folder which the image was 

from in the original file. I began my search in the image directory to try and get the image in 

question and see what it was. 
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Going through the meta data and the results I noticed that the original device was a LG mobile 

phone. 

 

Up to this point we are heading on the right direction. Checking out other places where I could 

get more information, I noticed that autopsy had managed to extract shell bags from the acquired 

image. Am sure up to this point you might be asking yourself what a shell bag is and how can 

it be useful to us, well a shell bag is simply a windows artifact or registry key that keeps 

information about the folders (size, position, and icon) on the local machine, network or even 

a removable storage device. 

The importance of these shell bags is they provide information about the system user behavior. 

These resources were introduced in windows 7 and have been in ever since. 

 

Having that in mind checking the shell bags I find the lg device information and looking at 

them data stored the image came from a DCIM (Digital Camera Image) folder. 
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Question ten was called hash cracker which also had a total of 9 points. The question for this 

challenge was The Windows password hashes for the suspect account are below. What is the 

user's password? 

 

 

This was a straightforward question which did not require much thinking at all, the first thing I 

did was to find out the name of windows password hash. Which after checking google I found 

out windows hashes are called NTLM (New Technology LAN Manager), after knowing this 

critical information I went to hashcat and executed the following commands 

 

Hashcat -a 0 -m 1000 hash.txt  

/usr/share/wordlists/rockyou.txt -r /usr/share/hashcat/rules/dive.rules 

 

And the password was extracted. 
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Question eleven which was the last question was called User Password which also had a total of 

12 points. The question for this challenge was What is the user "John Doe's" Windows login 

password? 

 

This challenge was  a little bit tricky, but the methodology was the same as the previous one. 

With this question we had to extract the password hashes ourselves and then crack them. We 

go to autopsy as usual and go to the operating system user account tab and select the SAM of 

john doe and them extract them on your local machine. 
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Then do the same thing for the operating system information and extract them in to your local 

machine. 

 

After that her is where the trick part is and is where I had run into a rabbit hole. Where I used 

samdump2 but whenever I tried to crack the passwords it returned empty results this got me 

really confused, 

 

I had to google and through reading various articles I came across an article from stack exchange 

that said the old tools like samdump2 when it comes to dumping hashes of a windows machine 

it will always return hashes which has no passwords because these old tools cant interpret the 

new windows technology NTLM hashes so intern they return null hashes. 
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Link to the article: https://security.stackexchange.com/questions/157922/how-are-windows-

10-hashes-stored-if-the-account-is-setup-using-a-microsoft-accou 

After doing research on tools which could help me extract the hash of the machine and I came 

across a GitHub tool called creddump7 which could achieve what I wanted. I downloaded it 

into my machine and extracted the hashes of the machine’s passwords. 

 

After getting the hashes you save them in a file and the crack the hashes using hashcat. 

 

 

 

 

 

The CTF Competition was a very realistic and very enjoyable to do. It was a very good learning 

curve along the way while doing the challenges. I managed to learn new thing which I did not 

know. The solutions provided in this article are not the only one there is always more than one 

way in killing a cat but that’s how I solved the challenges. 

https://security.stackexchange.com/questions/157922/how-are-windows-10-hashes-stored-if-the-account-is-setup-using-a-microsoft-accou
https://security.stackexchange.com/questions/157922/how-are-windows-10-hashes-stored-if-the-account-is-setup-using-a-microsoft-accou

