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On 5/24/2021 the fourth week of the competition of the United Nation Office of Drugs and
Cybercrime (UNODC) CTF had begun. This was the last week of the competition. The fourth
week challenge was based on analysis of android logical file. This was a very interesting challenge
to me due to the way the questions were set. Some questions were very trick but doable. In this
week we were faced with 9 questions which were supposed to be answered based on the android

files which were provided.

Week 84 - Android Analysis

Starting oft with the first challenge which was called device time where we were supposed to

find the device date and time of acquisition.

Device Time
3

what was the device date and time in UTC

at the time of acquisition? (YYY-MM-DD
HH:MM:SS)

This was a straightforward question. When you go to live data you will see a file named

device_datetime_utc and there would be your answer.

LGE LM-Q725K Quick Image > Live Data

Name Date modified Type Size
Dumpsys Data 5/24/2021 12:15 PM File folder
|=| device_datetime_utc 5/22/2021 3:17 AM Text Document 1K

_| device_datetime_utc - Notepad

File Edit Format View Help
2021-85-21 18:17:56
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The next challenge was named Downloads, and the question asked about when the time was
the TOR browser was downloaded, the question is a bit tricky in the sense that the time is in
UTC so make sure your system time or your autopsy is in UTC time zone otherwise you will

not get the answer.

Downloads

3

what time was Tor Browser downloaded in
UTC? (YYYY-MM-DD HH:MM:SS)

= Submit

This could be found in the downloads folder and when you right click and check the

properties you will see the time

tor-browser-10.0.15-android-armv7-multi.apk Properties |l Kik_v15.33.0.24128_apkpure.com.apk
| | NordVPN.apk

General  Security Details  Previous Versions UTeIegram.apk

J ‘tor-browser-'l 0.0.15-android-armv7-multi.apk |

| | tor-browser-10.0.15-android-armv7-mult...

Type offile: APK File (.apk)

Opens with: 4| Pickanapp Change...
Location: DAUNDOC-CTF\week 4\Africa-DFIRCTF-2021-WK04\sc
Size: 70.9 MB (74,396,724 bytes)

Size ondisk:  70.9 MB (74,399,744 bytes)

Created: Monday, May 24, 2021, 1:40:58 PM
Modified: Thursday, April 29, 2021, 10:42:26 PM

Accessed: Today, May 24, 2021, 7:51:07 PM

Attributes: [|Read-only [ ]Hidden Advanced..
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The next challenge was called email where we were supposed to look for the email address of
ZOE

Emai |

3

what is the email address of Zoe
washburne?

Getting the answer was a very straight forward process where I did a key word search of Zoe
Washburne, and I got the flag.

Listing Keyword search 1 - zoe washburne X |

Keyword search

Table  Thumbnail

Keyword Preview Location Modified Time

nul 0000 44 obile:+1 50

Hex Text Application File Metadata Results Annotations Other Occurrences

Strings Indexed Text

Page: 1 of 1 Page Matches on page: 1 of 1 Match 100% }3,@) Reset

contacts3.db
android_metadata

locale
en_US

acquired_contacts

Id ContactId DisplayMame Phonelumbers Rccounts Emails Notes Photo TimesContacted LastContactedDate Starred Deleted
1 1 ET 0000 Work:100 com.lge.sync:Phone OO0 OO0, 000 O0O0O0OO0,
OOODOD0000O0 0000
LEODO 00000 Work:1544-7777 com.lge.sync:Phone o000
Hal com.lge.sync:Phone Home:m.reynolds@invalid. null aaaa
Zoe Washburne Mobile:+l 504-325-7103 com.lge.sync:Fhone Home:zoewash@0xdZ null [ v v
Wash Mobile:+1 508-20€-5307 com.lge.sync:Phone Home:-hoban.w@icloud.null o000
Inara Serra com.lge.sync:Phone Home:looking4love@gmail null aoaoad
Jayne Cobb Mobile:+l 232-407-222€ com.lge.sync:Phone Home:cobb72@gmail .null o000
Eaylee F Mobile:+1 7€2-201-5301 com.lge.sync:Phone Home:kaylee@hitnail .null aaaa
Simon Tam Mobile:+1l 508-20€-5322 com.lge.sync:Phone Home:tamtam@hitnail null [ v v

LN R 8
W

-1
- @

o
()

10 10 Riwer Tam com.lge.sync:Phone Home:punchupfgmail null ao0aaa
11 11 Book Mobkile:+l 2€5-435-7€43 com.lge.sync:Phone Home:shepherd@hotmail null [ v v
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The next question was called App Focus where we were supposed to look for the app that was

running at the specified time

App Focus

6

what app was the user focused on at

2021-05-20 14:13:277

Submit

When you go live data then usage stats and search for the specified time you will see that the

app that was used was YouTube

Find

Find what 2021-05-20 14:13:27

| [_EindNext |

Direction

OUp @Down

DMatch case

[JWrap around

KET CHANGED package=com.
KET CHANGED package=com.

google.android.gsf stan
google.android.gsf stan

N INTERRUPTION package=com.android.systemui fla

KET CHANGED package=com.
KET CHANGED package=com.
EGROUND package=com.lge.

kage=android flags=exe

KET CHANGED package=com.

TI3T - KGROUND package=com.lge.
time="plpARCErp LBV ENERY" type=STANDBY BUCKET CHANGED package=com.

google.android.gsf stan
google.android.gsf stan
launcher3 class=com.lge

google.android.gsf stan
launcher3 class=com.lge
google.android.youtube

time="2021-05-20 14:13:27" type=MOVE_TO FOREGROUND package=com.google.android.youtube clas
time="2021-05-20 14:13:27" type=MOVE_TO BACKGROUND package=com.google.android.youtube clas
time="2021-05-20 14:13:27" type=MOVE_TO FOREGROUND package=com.google.android.youtube clas
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The next challenge was named power which required us to find when the last time was the

phone was fully charged to 100% after the last reset.

Power !

6

what time did the phone charge to 100%
after the last reset? (YYYY-MM-DD
HH:MM:SS)

First, we needed to find the file which contained information about the battery life which

could be found in live data — dumpsys data - batterystats as shown in the below image

Africa-DFIRCTF-2021-WK04 > Live Data *» Dumpsys Data v
~ Name Date modified
=] batterystats 5/21/2021 9:18 PM

Opening the file and searching the word status=full you would see that the battery was fully

charged in 5mins 01 secs and 459 milli secs

| batterystats - Notepad

File Edit Format View Help
+4m52s5141ms (2) @99 brightness=dark

+5m@1s459ms (3) 1@e status=full charge=2665

And scrolling up the file you could see that the phone was reset at 13:12:19

_| batterystats - Notepad

File Edit Format View Help
Battery History (@% used, 908 used of 512KB, 17 strings using 1928):
@ (10) RESET:TIME: _2021-95-21-13-12-19
@ (2) @99 status=discharging health=good plug=none

To get the flag you take the time of reset and add the time the battery took to be fully

charged.
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The following question was named WIFI where we were supposed to look for the password

of the Access point.

6

what is the password for the most
recently connected WIFI access point?

- Submit

This could be found in the app folder under the android providers setting folder as shown in
the folder below.

Africa-DFIRCTF-2021-WK04 > apps » com.android.providers.settings » k

e

MName Date modified Type Size
| _manifest 5/21/2021 9:22 PM File 3 KB
| com.android.providers.settings.data 5/21/2021 9:22 PM DATA File 5 KB

Once you open the file and scroll down you will find the preshared key which is the password
of the WIFI.

_manifest 3 Qg0-00-00 00:a0:00 0000-00-00 00:00:00  QO000-00-00 00:00:00
com.android.providers. settings. data 3 2021-05-21 21:22:19 EAT  0000-00-00 00:00:00  0000-00-00 00:00:00
<
Hex Text File Metadata Results Annotations Other Occurrences

Strings  Indexed Text

Page: 1 of 1 Page Matches on page: - of - Match 100% }3,&) Reset
<float name="Version" walue="1_0" /=

<NetworkList>

<Network:>

<WifiConfiguration>

<string name="ConfigKey">&gquot;Hot S5L&guot;WPA PSE</string=
<string name="55ID">&quot;Hot_ SSL&quot;</stringx

<null name="BSSID" />

<boolean name="ShareThisAp" wvalue="false" /=

<string name="PreSharedEey">&guot;ThinkingForest!&gquot;</string>
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The next question was called always watching, where we were required to find out how

much time the suspect spent on YouTube.

Always watching

9

How much time did the suspect watch
Youtube on 2021-05-207 (HH:MM:SS)

= Submit

When you go live data then usage_stats all you have to do is filter out the unwanted

information as shown below

As we can see below the total time is 8:34:29 and the last time was 22:47:57 since the total

time 1s 8:34:29 and it counts from 0:00:00 then we add seconds to the total time which will be

8:34:30.
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The next challenge was called copied, the question wants us to find the file the user copied

from the phone and encrypted.

Copied?

9
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what is the file name of a file that the
user copied from the phone and then

encrypted?

Submit

The key to this challenge was to brute force the file of camera in Africa-DFIR CTF-2021-
WKO04/LGE LM-Q725K Quick Image/adb-data/shared/0/DCIM/Camera. Once your brute
force the file once brute forced the image 20210429_151510.jpg
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Next was the challenge which was called Structural similarity where we were required to get
the structural similarity of the two images, one which was provided and the other which could

be found in the logical drive.

Structural Similarity

12

what is the structurual similarity
metric for the this image compared to a
visually-similar image taken with the
mobile phone? (#.#####)

Submit

In order to solve this challenge, you had to make a script which is going to assist you in

calculating the structural differences of the two images.

[Iroot/Desktop/ctffscript.py - Mousepad
File Edit Search View Document Help

Warning, you are using the root account, you may harm your system.

ctural_similarity ssim
argparse
imutils

.ArgumentParser()
ap.add_argument("-f", " required= , help="D
ap.add_argument("-s", " required= , help="
args = vars(ap.parse_ar

# 3. Load the two input ir
imageA = cv2.
imageB = cv2.imread(args[

The code can be found: https://ourcodeworld.com/articles/read/991/how-to-calculate-the-
structural-similarity-index-ssim-between-two-images-with-python or

https://github.com/mostafaGwely/Structural-Similarity-Index-SSIM-


https://ourcodeworld.com/articles/read/991/how-to-calculate-the-structural-similarity-index-ssim-between-two-images-with-python
https://ourcodeworld.com/articles/read/991/how-to-calculate-the-structural-similarity-index-ssim-between-two-images-with-python
https://github.com/mostafaGwely/Structural-Similarity-Index-SSIM-

