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On 5/24/2021 the fourth week of the competition of the United Nation Office of Drugs and 

Cybercrime (UNODC) CTF had begun. This was the last week of the competition. The fourth 

week challenge was based on analysis of android logical file. This was a very interesting challenge 

to me due to the way the questions were set. Some questions were very trick but doable. In this 

week we were faced with 9 questions which were supposed to be answered based on the android 

files which were provided. 

 

Starting off with the first challenge which was called device time where we were supposed to 

find the device date and time of acquisition. 

 

This was a straightforward question. When you go to live data you will see a file named 

device_datetime_utc and there would be your answer. 
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The next challenge was named Downloads, and the question asked about when the time was 

the TOR browser was downloaded, the question is a bit tricky in the sense that the time is in 

UTC so make sure your system time or your autopsy is in UTC time zone otherwise you will 

not get the answer.  

 

This could be found in the downloads folder and when you right click and check the 

properties you will see the time 
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The next challenge was called email where we were supposed to look for the email address of 

ZOE 

 

Getting the answer was a very straight forward process where I did a key word search of Zoe 

Washburne, and I got the flag. 
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The next question was called App Focus where we were supposed to look for the app that was 

running at the specified time 

 

 

When you go live data then usage stats and search for the specified time you will see that the 

app that was used was YouTube 
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The next challenge was named power which required us to find when the last time was the 

phone was fully charged to 100% after the last reset. 

 

First, we needed to find the file which contained information about the battery life which 

could be found in live data – dumpsys data - batterystats as shown in the below image 

 

Opening the file and searching the word status=full you would see that the battery was fully 

charged in 5mins 01 secs and 459 milli secs 

 

And scrolling up the file you could see that the phone was reset at 13:12:19 

 

To get the flag you take the time of reset and add the time the battery took to be fully 

charged.  
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The following question was named WIFI where we were supposed to look for the password 

of the Access point. 

 

This could be found in the app folder under the android providers setting folder as shown in 

the folder below. 

 

Once you open the file and scroll down you will find the preshared key which is the password 

of the WIFI. 
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The next question was called always watching, where we were required to find out how 

much time the suspect spent on YouTube. 

 

When you go live data then usage_stats all you have to do is filter out the unwanted 

information as shown below 

 

As we can see below the total time is 8:34:29  and the last time was 22:47:57 since the total 

time is 8:34:29 and it counts from 0:00:00 then we add seconds to the total time which will be 

8:34:30. 
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The next challenge was called copied, the question wants us to find the file the user copied 

from the phone and encrypted. 

 

The key to this challenge was to brute force the file of camera in Africa-DFIRCTF-2021-

WK04/LGE LM-Q725K Quick Image/adb-data/shared/0/DCIM/Camera. Once your brute 

force the file once brute forced the image 20210429_151510.jpg 
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Next was the challenge which was called Structural similarity where we were required to get 

the structural similarity of the two images, one which was provided and the other which could 

be found in the logical drive. 

 

In order to solve this challenge, you had to make a script which is going to assist you in 

calculating the structural differences of the two images. 

 

The code can be found: https://ourcodeworld.com/articles/read/991/how-to-calculate-the-

structural-similarity-index-ssim-between-two-images-with-python or  

https://github.com/mostafaGwely/Structural-Similarity-Index-SSIM-  

https://ourcodeworld.com/articles/read/991/how-to-calculate-the-structural-similarity-index-ssim-between-two-images-with-python
https://ourcodeworld.com/articles/read/991/how-to-calculate-the-structural-similarity-index-ssim-between-two-images-with-python
https://github.com/mostafaGwely/Structural-Similarity-Index-SSIM-

