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The first challenge that I had began solving was all about Insecure direct object references and 

here is how I solved it. 

 

After reading the scenario I accessed the lab and found that it was an ecommerce website  

 

After going through the page, I saw there was a chat bot in the web application. I decided to interact 

with the bot, then after sending few requests I noticed that there was a view transcript button, 

clicking on it, it showed all the conversation we were having with the bot. 
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Next, I decided to send the view transcript traffic to burp suite. Looking at the request it had a file 

called 2.txt, then I started playing around the numbers, I started with 0.txt, it had nothing, I changed 

it to 1.txt and found some information about the interaction the previous user had with the bot and 

found the password for carlos. 

 

Inserting the credentials on the login page and we managed to successfully login the page 

 

Logging in I saw a banner that said congratulations, you solved the lab. 
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The second challenge to be solved was all about Unprotected Admin Functionality and here is 

how I solved it. 

 

Opening the lab, it was a ecommerce website, going through the website there was nothing 

interesting of use. 

 

Then I check the robots.txt file and found the administrative login page path 
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Accessing the administrative login page, I was able to delete the user carlos as the challenge 

demanded. 

 

You can achieve the same goal with using burp suite on interpreter, you can send the request to 

burp and then add /robots.txt after the http method as shown on the pic below 

 

Then copy the administrative login url and paste it in the http method and then send the request 
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To delete the user just add the path /administrator-panel/delete?username=carlos and send the 

request back to the web application. 

 

Once the user is deleted is when the challenge is completed. 
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The third challenge to be solved was all about Unprotected admin functionality with 

unpredictable URL and here is how I solved it. 

 

Accessing the lab, it opened up an ecommerce website and going through the page and there was 

nothing interesting, I tried accessing robots.txt but unfortunately it was blocked,  

 

then I decided to try and examine the source code and saw this piece of interesting script. 
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Carefully reading the script I saw the URL to the administrative page which was /admin-sy2lko 

Pasting it into the URL and I got the administrative web page 

 

I deleted the user carlos and the challenge ended there. 
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The fourth challenge to be solved was all about User Role Controlled by Request Parameter 

and here is how I solved it. 

 

I accessed the lab and I was introduced to a ecommerce web application.  

 

I went directly to the login page  using the provided credentials  
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Accessing the login page there was nothing interesting 

 

Looking at the URL and saw that on the URL it showed the name of the account that logged in, 

trying to change the parameter from wiener to carlos it didn’t work 

 

Then I had sent the request to burp to examine the traffic. I sawa on the cookie that the admin was 

set to false 

 

Then I changed  from false to true and sent the traffic and it was a success 
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In ethical hacking there is no single way on doing things to achieve the same goal. Another simple 

method is to use the inspect element feature on our browsers 

 

When you open it you can get to see the cookie then you can change the value from false to true  

 

Once you send the request you can see that an admin panel tab that appears as shown below  

 

Once you gain access to the admin panel, you delete carlos  

 

And the challenge ended there after deleting the account of carlos 
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The fifth challenge to be solved was all about User ID controlled by request parameter with 

password disclosure and here is how I solved it. 

 

I accessed the lab and I was introduced to an ecommerce site as shown below  

 

Then I went to the login page and logged in as wiener  
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Gaining access to the account I had found the API key of wiener but the task was to get the API 

key of carlos  

 

I then sent the request to burp and changed the id name in the URL from weiner to carlos and sent 

the request back to the web application  

 

and I managed to get the API key of carlos and the challenge ended there 
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The sixth challenge to be solved was all about User ID Controlled by request parameter, with 

unpredictable user ID and here is how I solved it. 

I accessed the lab and the web site appeared, initially I logged in and had seen that GUID was 

being used as stated In the scenario, now we had to find the GUID of carlos in order to privilege 

escalate to his account. Exploring the website I had found a blog written by carlos 
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Checking the url I had seen the GUID of carlos  

 

I went back and logged in the account of wiener 
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Then I had sent the request to burp and then I pasted the GUID of carlos that I had found from the 

blog and replaced it with the one of weiner and sent the request  

 

And I managed to get API key of Carlos and the challenge had finished  
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The seventh challenge to be solved was all about User ID controlled by request parameter with 

data leakage in redirect and here is how I solved it. 

 

I accessed the lab and there was an ecommerce site, then I clicked on the login page  

 

Once logged in, I had send the traffic to burpsuite  
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Once intercepted the traffic I changed the id from wiener to carlos and sent the traffic to the web 

application  

 

And I had obtained the API key of carlos and submitted it and the challenge ended there. 
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The eighth challenge to be solved was all about User ID controlled by request parameter with 

password disclosure and here is how I solved it. 

 

I accessed the lab and I was presented with an ecommerce website, I clicked on my account so that 

I could go and login 
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I entered the login credentials and logged in the website.  

 

Once successfully logged in, on my account page I had seen that the password of wiener was on 

the password field for updating the password, but it was hidden.  

 

Looking at the URL we can see that there is an ID parameter and its value which is the account 

name, so I changed it from wiener to administrator  
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I noticed that the password of the administrator appeared but it was hidden as shown below  

 

So I inspected element as show below and we could see the password of the administrator 

 

I added a parameter of type with its value show to reveal the password of the administrator as 

shown below 

 

 



Author: Kharim Mchatta 
 

And I had obtained the password of the administrator 

 

I used the credentials to login in the administrator’s account  

 

 

I then clicked on the admin panel  
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And accessed the admin panel 

 

Then I deleted the user carlos and the challenged ended there. 
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The nineth challenge to be solved was all about User role can be modified in user profile and 

here is how I solved it. 

 

I accessed the lab and a web page was loaded and went to my account 

 

Went and inserted the credentials and logged in  
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Login in there was a section of updating your email address, I tested the  functionality and when 

it updated the email I showed up at the bottom of your username as shown below. 

 

I had sent the request to burp suite and had seen that whenever you send the request you will be 

given the role id number of 2 
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I went to the request and added the role id to 2 and sent the request and it went successfully  

 

Looking at the dashboard I saw the admin panel tab appear, I clicked on it and gained access to 

the admin panel 

 

Then I deleted the user carlos and the challenge was over. 
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The tenth challenge to be solved was all about URL-based access control can be circumvented 

and here is how I solved it. 

 

This was an interesting challenge, I accessed the lab and an ecommerce appeared, straight away I 

noticed there was an admin panel tab on the home page. 

 

Clicking on the admin panel tab I was not able to access the page  
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Some application frameworks support various non-standard HTTP headers that can be used to 

override the URL in the original request, the header X-Forwarded-URL and X-Rewrite-URL 

this can be used to access restricted areas in the web application.  

If a web site uses rigorous front-end controls to restrict access based on URL, but the application 

allows the URL to be overridden via a request header, then it might be possible to bypass the access 

controls using the request  X-Forwarded-URL and X-Rewrite-URL. 

So I added the header X-Forwarded-URL and sent the request to the web application and I 

managed to gain access to the admin panel. 

 

 

I then clicked on delete carlos and sent the traffic to burp, on the original request was  

GET /admin/delete/?username=carlos  

I edited the request slightly as show below to make the request bypass the controls  
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Once the request was sent, it was successful, and the challenge ended there 

 

 

 

These challenges had taught me several things and some of them include 

1. IDORS are not complicated to exploit  

2.  robots.txt can contain useful information 

3. Access controls can be bypassed  

4. check the source code can contain hard coded messages, comments, or even useful piece 

of scripts to progress with your attack  

5.  Cookies can be tampered with to give you privileged access 

6. id's can be tampered with 

 

 

 

 


