BREAKOUT

This 1s a box from vulnhub that is rated easy
by the author. The box teaches you how to
perform reconnaissance and how to identify
and decrypt cipher.

The box wasn’t hard for the first step getting
user flag, but it was very easy for a person to
end up in a rabbit hole.

Author: Kharim Mchatta
Date: 6/9/2023




~/Desktop/vulnhub/breakout [ scanned the target ip 192.168.192.19 using nmap to

imap -sV -sC -p- 192.168.192.19 -oN nmap

i : ; . -06- - T 0 :
Sl DT R see what ports are open and services are running on
Host is up (0.00024s latency).
Not shown: 65530 closed tcp ports (reset)
G ey i e e the target. From the results we can see that port 80
80/tcp open http Apache httpd 2.4.51 ((Debian))
| _http-server-header: Apache/2.4.51 (Debian)
| _http-title: Apache2 Debian Default Page: It works 139, 445, 10000 and 20000 arc Open. Port 139 and
139/tcp open netbios-ssn Samba smbd 4.6.2
445/tcp open netbios-ssn Samba smbd 4.6.2 . . . .
10000/tcp open http MiniServ 1.981 (Webmin httpd) 443 are associated with smb services which are usually
| _http-title: 200 &mdash; Document follows
20000/tcp open http MiniServ 1.83@ (Webmin httpd)

| _http-title: 200 &mdash; Document follows ElSS()(:iEltf?Ci \Rfit}l fil(3 Sl]ilrffs.
MAC Address: 08:00:27:12:E1:42 (Oracle VirtualBox virtual NIC)

Host script results:

| smb2-time:

| date: 2023-06-08T07:23:48

|_ start_date: N/A

| smb2-security-mode:

| 311:

|_ Message signing enabled but not required

| _nbstat: NetBIOS name: BREAKOUT, NetBIOS user: <unknown>, NetBIOS MAC: 000000000000 (Xerox)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 69.88 seconds
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L e Navigating to http://192.168.162.19 a web application

yes N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR - CyberChef Decrypt a Message - C...

@ Apache2 Debian Default Page was, and it was a default web page of apache server.

e e Next, I checked the page source and scrolling till the

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)

before continuing to operate your HTTP server. bottom Of the page there was a Clpher kept as a

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

comment by the author of the box which stated don’t

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in /usr/share/doc/apache2/README.Debian.gz. Refer to this for the full

worry no one will get here, its safe to share with you my

C @ @ view-source:http://192.168.192.19/

KaliLinux # KaliTools ¢ KaliDocs ¥ Kali Forums e Kali NetHunter = Exploit-DB * Google Hacking DB % OffSec ~ Assetnote Wordlists access, 1ts eIla'the(l_

e with you my access
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C @ O A& 192.168.192.19

After reviewing the main web application, I had to go
Kali Linux # KaliTools ¢ KaliDocs N KaliForums e Kali NetHunter Exploit-DB Google Hacking C

and check the other two web applications which nmap

had reported and navigating through .10000 it gave me

192.168.192.19:1

ocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR an error Wantlng me tOo access the page on https rather

than http, clicking on the link I found it was a web

application, I accessed the second web application which

&S Webmin

You T EIERE N o was .20000 and it was the similar web application like the
password to login to the server
on 192.168.192.19

2 first one.

O & https://192.168.192.19:

Docs ¥ Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR - C

&S Usermin

You must enter a username and
password to login to the server
on 192.168.192.19

E
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Next, I decided to try getting the default credentials

webmin default admin credentials

on google and see if the admin had not removed them

and testing the credentials out, they didn’t work.

To access the webmin menu go to default address and login. The
default username and password is admin . If the IP address has been
changed then use this link format https://<ipaddress>:10000.

O & hittps://192.168.192.19:10

ocs N KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists W To Hex, XOR

A Warning!

Login failed. Please try again

& Webmin

You must enter a username and
password to login to the server
on 192.168.192.19

& admin

&

Remember me
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~/Desktop/vulnhub/enpire/new From our nmap result we had port 139 and 445 open
en inux 192.168.192.19
Starting enum4linux v0.9.1 ( http://labs.portcullis.co.uk/application/enum4linux/ ) on Thu Jun 8 04:09:04 2023

which are associated with smb, I decided to utilize a

192.168.192.19

EDARGE oo WA-TaN, 1006 Lnss tool called enum4linux to try and recon the service
Password

Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

and from the result we managed to get a user called

cyber, and there was no shared files on the machine.

Looking up status of 192.168.
BREAKOUT <00> <ACTIVE> Workstation Service
BREAKOUT <03> <ACTIVE> Messenger Service
BREAKOUT <20> <ACTIVE> File Server Service
..__MSBROWSE__. <@1> - <GROUP> B <ACTIVE> Master Browser
WORKGROUP <00> <GROUP> B <ACTIVE> Domain/Workgroup Name
WORKGROUP <1d> B <ACTIVE> Master Browser
WORKGROUP <le> - <GROUP> B <ACTIVE> Browser Service Elections

MAC Address = 00-00-00-00-00-00

[+} Enur

smbXcli_negprot_smbl_done: No compatible protocol selected by server.

Sharename Type Comment
Disk Printer Drivers
IPC IPC Service (Samba 4.13.5-Debian)
Reconnecting with SMB1 for workgroup listing.
protocol negotiation failed: NT_STATUS_INVALID_NETWORK_RESPONSE
Unable to connect with SMB1 -- no workgroup available
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~/Desktop/vulnhub/breakout
smbclient -L 192.168.192.19
Password for [WORKGROUP\root]:

Sharename Type Comment

Disk Printer Drivers

IPC IPC Service (Samba 4.13.5-Debian)
Reconnecting with SMB1 for workgroup listing.
smbXcli_negprot_smbl_done: No compatible protocol selected by server.
protocol negotiation failed: NT_STATUS_INVALID_NETWORK_RESPONSE
Unable to connect with SMB1 -- no workgroup available

~/Desktop/vulnhub/breakout
-H 192.168.192.19
192.168.192.19:445 Name: unknown
Disk Permissions Comment
print$ NO ACCESS Printer Drivers
IPc$ NO ACCESS IPC Service (Samba 4.13.5-Debian)

This 1s the rabbit hole which T was talking about
initially where, my thought process was perhaps
enum4linux was giving me false positive, so 1 had

tried using other tools to enumerate for file shares,

these tools were smbdient and smbmap.

[ tried using the user anonymous perhaps [ would get
the share folders, but it didn’t work, then I made use
of the user cyber which we had obtained from

enum4linux but also that was a head end.
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8 https://www.dcodefr/cipher-identifier

Search for a tool

SEARCH A TOOL ON DCODE BY KEYWORDS:
e.g. type 'boolean’
BROWSE THE FULL DCODE TOOLS' LIST

?’_ NS — ) e

CIPHER IDENTIFIER
Cryptography > Cipher Identifier

Results a2 a8/ | x| x ENCRYPTED MESSAGE IDENTIFIER ¢] |
. 5 < CIPHERTEXT TO RECOGNIZE (?)
dCode's analyzer suggests to investigate: i b S S TRy
1l 11 <<<<— ] Pt SO
B e G R
: % <<t B B s o
Brainfuck EEEEEEEEE i 2 il i W SR B v
Substitution Cipher . 4
8 https://www.dcode.fr/brainfuck-lan guage
W s o e nWE N
3 /""
BRAINFUCK
Informatics > Programming Language > Brainfuck
&
Search for a tool Walikwambia
SEARCH A TOOL ON DCODE BY KEYWORDS: JE vunja nazi, utayaona
e.g. type 'random’ e mafanikio? T
BROWSE THE FULL DCODE TOOLS' LIST
Results e a8/l ¥ x BRAINFUCK INTERPRETER (¢)
BRAINF*CK CODE TO INTERPRET
Input: b [> o4 b [
Arg: B o e o e o o T B B S i
B >m————— - A
Output: e e
D et <

After trying everything with smb, I went back to the

web application and googled online cipher identifier

and select the first link

and pasted the encrypted

message on the text box and analyzed and it was

identified as brainfuck cipher, then I went to the next

page which was to decipher brainfuck cipher and

pasted the cipher and managed to get a password.

You might be wondering

how we know if this was

the password, well remember from the main web

application when we viewed the source page on the

comment, the author gave us a hint by saying don’t

worry no one will get here, its safe to share with you

my access, its enarypted.
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O &

ocs N Kali Forums e Kali NetHunter

(7 C @

KaliLinux #8 Kali Tools

=
Mail

+ New message

Inbox
Sent mail
Drafts
Trash

Search

M Manage Folders

B Address Book

~* Forward Email

“ Automatic Reply

192.168.192.19:201

Exploit-DB Google Hacking DB OffSec

&S Usermin

You must enter a username and
password to login to the server
on 192.168.192.19

& | cyber
“ 00000000000 00000
Remember me

=+ Signin
O &

@ KaliDocs N Kali Forums o\ Kali NetHunter

192.168.192.19::

Exploit-DB Google Hacking DB OffSec

Help and folder types
Folder name Location

Inbox /var/spool/mail/cyber
Sent mail /home/cyber/mail/sentmail
Drafts /home/cyber/mail/drafts
Trash /home/cyber/mail/trash

© Delete Selected Folders

Add A Folder Of Type: Local mail file v

€ Return to index

Assetnote Wordlists ¥ To Hex, XOR - CyberChef

A

Next, I used the credentials to login the web
application, going through the mail tab there was
nothing important there apart from seeing the server

files paths as shown the image.

gy




€ C @ O & 192.168.192.19

Then I clicked on the usermin tab and started going
KaliLinux # KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB

& through the tabs and when I got to file manager is
Usermin
when I saw the txt file.
f
g e Total: 6 files and 6 directories. Selected: 0 tems If you look at the bottom left-hand side, you will see a
X Tools Show 30 v items
Custom Commands EEa— S terminal tab and when you click on it a terminal will
Disk Quotas O .gnupg filemin : :
File Manager b O loca g appear and when you type in Is you will see the user.txt
HTTP Tunnel O .spamassassin Jocal
Java File Manager 3/ 2mp & spamassassin and you will be able to read the content using the
MIME Type Programs » O .usermin = mp
MeCrt e i command cat. The next thing from there is for you to
Plan File = .bash_history
: ‘ = .bash_logout . .
el “ bashre establish a reverse shell connection to the server and
Scheduled Cron Jobs = profile
e - i once you have successfully done that you can privilege
Mail Filte = user.txt
Login escalate to the root directory and be able to read the
= Applications Showing 1to 12 of 12 items
© Account Information root ﬂag
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Summary

1. Perform nmap

2. Open the web application

3. View source page to find comment
4. Retrieve the cipher

5. ldentify type of cipher

6. Decode cipher

7. Use enum4linux to get user

8. Gain access to the .20000 web page

9. Obtain the user flag
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