
EMPIRE – LUPIN ONE
This is a box from vulnhub that is rated easy by the author. The 
box teaches you how to perform reconnaissance on the aspect 
of fuzzing and how to perform password cracking using john.  Author: Kharim Mchatta

Date: 6/8/2023



The first step is to get the IP address of our target 

machine where we used a tool called netdiscover, 

it is used to scan the network. To Scan the 

network, I used the following command

Netdiscover –r 192.168.192.10/24

The target ip is the ip address that has the host 

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network 

you need to first of all get your ip address by 

typing in if config then using your ip address you 

scan the whole subnet 
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Next, I scanned the target ip 192.168.192.35 using 

nmap to see what ports are open and services are 

running on the target. From the results we can see 

that port 22 and 80 are open. We can’t do much with 

port 22 because we don’t have login credentials, port 

80 would be our first target.

But before moving to exploring the web application I 

had performed another nmap scan using the nmap 

script engine http-enum to enumerate the website for 

potential resources.  
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Navigating to http://192.168.162.35 a web application 

was loaded, and it had a single image of arsene lupin. 

This was a static web application, so I decided to view 

the web application source, and after reading the code I 

sawa there was a comment left by the developer that 

said its an easy box, don’t give up. Then after that I 

decided to go and check the robots.txt file and see what 

it entails, and after navigating to it, I saw that there was 

a directory called /~myfiles. 
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After viewing the directory ~myfiles, a page static page 

was loaded which showed error 404, I then decided to 

check the source page and I found another comment on 

the page which stated you can do it, keep trying.
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Next, I decided to perform content discovery on the 

web application, I used the common wordlist file to 

discover resource and there was nothing useful, I 

decided to try and use Nikto but Nikto reported the 

same resources that was reported by dirsearch.
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Then I decided to go and fuzz the url and used the 

same wordlist of common and found  a file called 

secret
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Checking the file ~secret there was a message that was 

left by the user icex64 and gave us some hints along 

the message.

Hello Friend, Im happy that you found my secret 

directory, I created like this to share with you my 

create ssh private key file, Its hided somewhere here, so 

that hackers dont find it and crack my passphrase with 

fasttrack. I'm smart I know that. Any problem let me 

know.  Your best friend icex64

All the places highlighted black are the hints.  Now 

next its to fuzz again. And we found a new directory 

called mysecret.txt  

Author: Kharim Mchatta



After getting the hidden directory next is to go and 

see what it entails, after loading the page directory I 

found a hash, the next thing is to identify the type of 

hash it is, so I went to google and found an online 

cipher identifier page, pasted the has and the result 

stated that it was a base 58 cipher.
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Then I decode the cipher on an online decoder tool and 

got the ssh private key. Next was to save then file, then get 

the hash of the file that you stored the ssh private key 

using a tool called ssh2john. 

Once the hashes were retrieved, I used john to crack the 

ssh passphrase using the wordlist of fasttrack.txt as hinted 

by the user icex64. I managed to obtain the passphrase 

which was P@55w0rd!.   
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Next, I changed the permission of the ssh key which we 

saved (chmod 700 name_of_sshkey) and then I logged 

in the secure shell (ssh).(ssh username@ip –i key).

Once successfully authenticated I obtained the user flag. 
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Summary
----------------------------------------------------------

1. Perform nmap 

2. Open the web application

3. View source page to find comment

4. Check robots.txt

5. Open the file

6. View page source and find comments

7. Fuzz and find a new file

8. Open file and get hint

9. Fuzz again to find another directory

10. Retrieve the cipher

11.  Decode cipher

12.  Get ssh private key

13.  Get ssh hash

14.  Crack hash

15.  Change permission 700 

16. Login ssh using private key 

17. Get the user flag
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