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The first step is to get the IP address of our target 

machine where we used a tool called netdiscover, 

it is used to scan the network. To Scan the 

network, I used the following command

Netdiscover –r 192.168.192.6/24

The target ip is the ip address that has the host 

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network 

you need to first of all get your ip address by 

typing in if config then using your ip address you 

scan the whole subnet 
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Next, I scanned the target ip 192.168.192.6 using 

nmap to see what ports are open and services are 

running on the target. From the results we can see 

that port 22 and 80 are open. We can’t do much with 

port 22 because we don’t have login credentials, 

But before moving to exploring the web application I 

had performed another nmap scan using the nmap 

script engine http-enum to enumerate the website for 

potential resources.  
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Navigating to http://192.168.162.6 a web application 

was loaded which was an apache tomcat default page as 

nmap had reported.  Then I navigate to /robots.txt and 

sawa that the was a text saying hello H4x0r
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Next, I decided to go and open the second director 

which was secret but it was a blank page. Next and went 

to perform content discover on dirsearch but I got the 

same assets that were reported by name.
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After several attempts of using different wordlists, I 

didn’t get anything and decided to use a different too 

which is gobuster. I run gobuster and I specified the 

different extensions that gobuster should run through 

but also, I did the brute force under the/secret folder 

and managed to get a hit with the file evil.php, 

Inserting the path /secret/evil.php on the browser it 

returned a blank file, hence I decided to fuzz for LFI 

on the machine and I got a hit for 

Ip/secret/evil.php?command=/etc/passwd
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Next, I went to the browser to and inserted the 

discovered LFI and indeed I did get a LFI and out of 

the LFI I managed to get the user mowree, initially I 

though the word H4x0r was the password for user 

mowree, but when I tried to log in shh but it didn’t 

authenticate me in.
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Then I decided to see if I could get the private key for the 

user mowree through the LFI and I did manage to get the 

private key, which I copied it and saved it in a file called 

hash. 
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After saving the private key next thing was to obtain the 

passphrase for the key which can be done by getting the 

hash of the file which contained the ssh private key using a 

tool called ssh2john and save it on a new file, then you 

brute force the file using a tool called john with a wordlist 

to get they key which on our case the passphrase was 

unicorn.

Then, you change the permission of the ssh hash file to 700 

and then you login into the user account using the 

obtained private key, you enter the passphrase and then we 

were authenticated into the machine and got the user flag. 
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Summary
----------------------------------------------------------

1. Perform nmap 

2. Open the web application

3. Open robots.txt

4. Open the secret file

5. Perform asset discovery using dirsearch

6.  Perform asset discovery on /secret path using gobuster

7. Fuzz for LFI

8. Get user in the etc/passwd file

9. Get ssh private key

10. Brute force ssh to get passphrase

11. Login ssh port using private key and get access to user.txt
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