
This is a box from vulnhub that is rated easy by 

the author. The box teaches you how to use 

metasploit as a framework, how to get ssh 

hashes and crack them using a tool called john

Thales
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The first step is to get the IP address of our target 

machine where we used a tool called netdiscover, 

it is used to scan the network. To Scan the 

network, I used the following command

Netdiscover –r 192.168.192.113/24

The target ip is the ip address that has the host 

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network 

you need to first of all get your ip address by 

typing in if config then using your ip address you 

scan the whole subnet 
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Next, I scanned the target ip 192.168.192.113 using 

nmap to see what ports are open and services are 

running on the target. From the results we can see 

that port 22 and 8080 are open. We can’t do much 

with port 22 because we don’t have login credentials, 

port 8080 would be our first target.

But before moving to exploring the web application I 

had performed another nmap scan using the nmap 

script engine http-enum to enumerate the website for 

potential resources.  

Author: Kharim Mchatta



Navigating to http://192.168.162.113:8080 a web 

application was loaded which was an apache tomcat 

default page as nmap had reported.  Then I navigate to 

/manager/html which was a login page, I couldn’t be 

able to do anything because I had no credentials to 

login
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Next, I decided to go and perform asset discovery but 

what dirsearch had returned was the same assets that 

nmap had returned, so there was nothing special here. I 

tried using Nikto but also I was getting the same results.
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Then I went to metasploit frame-work  and searched for 

tomcat and brought for me a list of auxiliaries and 

exploits. Going through the results I found an auxiliary 

scanner which was going to scan the target ip address for 

default credentials. Hence, I used it
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I then selected option number 26, then I looked at 

what are the perimeter requirements that it needed by 

typing in show options, and the scanner required a 

remote host ip address and username 
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Then I set up all the requirements that were needed 

for the scanner and then clicked exploit, once it had 

finished it had retrieved credentials which was 

tomcat:role1, then I tested out the credentials on the 

web application and they worked. 

Author: Kharim Mchatta



Next, was to exploit the web application and get a 

meterpreter shell. I used the manager upload exploit 

to get a non interactive shell.
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I selected the exploit and then checked the 

requirements which it needed the username and 

password and the remote host ip. I prefilled in the 

requirement and typed in exploit and I managed to 

get a meterpreter shell or a non interactive shell if you 

may
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Then I listed the directories and so the home directory, I 

changed directory to home/thales and tried to read the 

notes and user files but I couldn’t simply because I was 

not logged in as user thales. Then I saw the .ssh file where 

I changed directory to it and downloaded the id_rsa key
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After downloading the key, I got the hash of the key and 

then I passed it to john and cracked the passphrase of 

the key which was vodka06. then I went back to 

meterpreter and typed in shell and then I pasted in the 

python shell to upgrade from non interactive shell to 

interactive shell. Once I got an interactive shell, I 

switched user from tomcat to thales, it required a 

password which I inserted the password we had 

obtained from cracking the id_rsa key and I was able to 

login as thales, once I was in, I was able to read the user 

and note file.
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Summary
----------------------------------------------------------

1. Perform nmap 

2. Open the web application

3. We get login page

4. Perform asset discovery using dirsearch and Nikto 

5. Run metasploit

6. Get a non interactive shell

7. Download private key

8. Crack key using john and get password 

9. Get interactive shell from meterpreter 

10. Change user to Thales 

11. Get access to user.txt file and notes.txt file
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